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Information      SecurityMatters

“CERT,” in the context of information security, is 
a term with a long and noble pedigree. It stands 
for computer emergency response team and was 
first used following the Morris Worm, a little-
remembered attack1 on what was a fledgling 
Internet in 1988.2 The Software Engineering 
Institute at Carnegie Mellon University in Pittsburgh, 
Pennsylvania, USA, formed a “small organization 
established to coordinate response to Internet 
security incidents [that] now has more than 150 
cybersecurity professionals working on projects that 
take a proactive approach to securing systems,”3 and 
it coined the term.

In subsequent years, many organizations formed 
their own CERTs. Many governments did as well.4 
So we now have one term with three closely linked 
manifestations:  national, specific to an organization 
and the original team at Carnegie Mellon. The 
definitional confusion obscures something very 
important in this, the age of cyberattacks —
specifically, that organizations need a cyberCERT. 

THE NEW MODEL CERT
I have been writing about recovery from 
cyberattacks in several recent columns.5 I strongly 
advocate that organizations form a different sort of 
CERT6 that will prepare for and execute planned 
recoveries should an attack on their systems and 
networks occur. A typical CERT in the older 
model consists of senior IT executives, such as the 
heads of infrastructure, networks, operations and 
applications. If a serious problem occurs, such as 
a distributed denial-of-service (DDOS) attack,7 
the executives bring the right resources to bear for 
an urgent response. In the past, there surely were 
attacks, but they were not particularly advanced; 
script kiddies could pull them off. They were not 
persistent, rooting in a system for days or months 
waiting to carry out dastardly deeds. And, they were 
not targeted—intended to cause harm to specific 
organizations rather than anyone unfortunate 
enough to be at the wrong spot at the wrong time on 
the Internet. A more virulent form of attack requires 
a better established unit to deal with it. Hence, the 
cyberCERT.

A cyberCERT is, by analogy, a standing 
army and not a militia. It needs a core of 
specialists in the technical aspects of recovering 
an organization’s specific IT infrastructure—
server, storage, fabric and telecommunications. 
Application developers are needed to fix programs 
that may have been undermined. Database 
administrators must similarly repair breaches of 
data integrity. Quality assurance people will be 
needed after recovery to ensure that the recovered 
environment has not had new errors inadvertently 
introduced into it. Help desk personnel must be 
trained to recognize a possible attack as and when 
it occurs. Information security professionals will 
have to maintain security while an attack is being 
addressed and research failures that allowed the 
attack to occur. And, business continuity planners 
will be involved in keeping business functions 
running while information systems are either 
untrusted or unavailable. 

In short, a cyberCERT must be broad-based, 
with participation from every aspect of the IT 
function. Because it needs to make very important 
decisions very quickly, a cyberCERT ought to 
have IT executives, up to and including the chief 
information officer (CIO), among its members. 

STAFFING AND TIME COMMITMENT 
The cyberCERT may be a small army, but it is not 
necessarily a full-time one. It might be possible 
to form a cyberCERT by asking everyone in 
IT to give 10 percent of their time to planning 
for and carrying out cyberrecovery. This would 
add a corresponding 10 percent to the overall 
IT personnel budget and it might not be the 
wisest way to spend that money. While everyone 
might need to be involved in responding to an 
actual attack, not everyone has equal aptitude to 
prepare for such a recovery. It seems to me that a 
few people should be full-time cyberwarriors or 
at least be allocating a significant portion of their 
working effort to preparing for cyberattacks. The 
rest of the IT function can provide a strategic 
reserve, some giving more time than others. 
There is no single recruitment, to keep up the 
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military analogy, that fits all organizations, but I think the mix 
of time commitments makes the most sense.

Fortunately, cyberattacks do not occur every day, but the 
cyberCERT does have daily tasks. I have said before that 
the sine qua non for recovery includes trusted images of all 
software, stored in a secure location. The cyberCERT has 
to make the copies and transport them (or ensure that they 
arrive electronically).8 It may be said that it sounds like the 
work of tape librarians and so it does; that is why they, too, 
may be cyberCERT members.

FRINGE BENEFITS
The cyberCERT needs to drill (and drill and drill) in the 
procedures for validating the software and recovering it. In 
an actual attack, they will need to know if each particular 
module was the host to the suspected malware. The way 
to accomplish this is to compare hash totals of the trusted 
images with those of the program’s running at the time an 
attack was observed. I deliberately did not say the time an 
attack occurred. That time may have been well in the past. 
If the cyberCERT drills often enough with enough trusted 
images, they might be able to discover a hidden time bomb 
before it explodes. That is more than a recovery task; it may 
be the essential preventive activity.

At the very least, the cyberCERT should be able to verify 
that no unexplained changes have occurred to software vis-
à-vis the versions running in production. Thus, if there were 
an attack, the team could trust the images used in drills to 
verify the integrity of the ones in production. Of course, 
not every unexplained change is a cyberattack. With change 
management practices being what they are in many IT shops, 
it is quite possible that a middle-of-the-night fix has never 
been documented. If preparation for cyberattacks results in 
improved change management, this is a fringe benefit I am 
quite willing to accept.

The folks who make up a cyberCERT are currently at a 
bit of a disadvantage. There is little or no training for their 
roles; what they need to understand most is a threat that 
is kept very secret. Software tools specific to cyberattack 
prevention and detection are new and are evolving and there 

is nothing, to my knowledge, on the market for recovery 
from cyberattacks. They need to write procedures for what 
they do so that new recruits can learn their jobs from those 
who have gone before. However, it is difficult to develop 
written procedures for a function that is being invented as 
the practitioners go along.9 I can remember the creation of 
the first commercial information security functions, when we 
faced many of these challenges…and overcame them. I am 
confident the cyberCERT army will do the same.  

ENDNOTES
1  Robert T. Morris released code onto the Internet, supposedly 

without malice. But the result was to cripple many UNIX 
platforms that were on the Internet at the time. I explicitly 
do not call it a cyberattack, as it was just mischief on the 
network, not a directed attack at a specific target.

2  Cert Division, Software Engineering Institute, Carnegie 
Mellon University, www.cert.org/about/ 

3 Ibid.
4  For example, see the US-CERT, the CERT-EU, the Q-CERT 

in Qatar, the JCERT/CC in Japan.
5  Ross, Steven J.; “Cyberrecovery Preparation,” ISACA 

Journal, vol. 3, 2014. Ross, Steven J.; “Bear Acceptance,” 
ISACA Journal, vol. 4, 2014

6  Unfortunately, CERT is no longer an apt acronym. It is not 
about computers, but systems. It is not about emergencies, 
but attacks. It is not about response, but recovery. It is a 
team. Maybe systems attack recovery team (SART) fits the 
circumstances better, but I think the term CERT is here 
to stay, so I just adopted the current technique of slapping 
“cyber” in front of it.

7 A DDOS that floods networks until they crash
8 Op cit, Ross, vol. 3, 2014 
9  ISACA has launched the Cybersecurity Nexus (CSX) program, 

which provides expert-level cybersecurity resources tailored to 
each stage in a cybersecurity professional’s career. CSX fills a 
need for a single, central location where security professionals 
and their enterprises can find cybersecurity research, guidance, 
certifications, education, mentoring and community.
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Q:  How has your volunteer work with a leading 
industry association such as ISACA helped and 
advanced your career and professional life? 

A:  Volunteering with an association such as ISACA 
has many benefits including broadening your 
personal and professional network. Working with 
ISACA volunteer bodies, I have had the opportunity 
to meet with global leaders in the information 
security and risk management fields, and the 
knowledge and experience I have gained has made 
me a better professional. These relationships have 
also helped me stay current with the most up-to-date 
threats, vulnerabilities, and strategies for success and 
alternative solutions that translate into tangible and 
intangible benefits for both me and my company. 

Q:  What is the biggest compliance challenge on the 
immediate horizon? How should it be faced? 

A:  All or some combination of the following issues: 
the need for skilled IT security professionals, growth 
in the threat landscape and the Internet of Things. We 
as IT governance, risk and compliance professionals 
realize that there is a great need for trained and 
skilled cybersecurity professionals, to the tune of 
200,000-300,000 more than there are today. In 
many companies, the security function has grown in 
complexity over time, using the high-profile threat du 
jour to implement point solutions and bolting them 
onto existing security infrastructure. When this occurs 
over time, management of the security solutions 
becomes problematic—conflicts between tools and 
gaps between those tools will cause weaknesses 
for exploit. The Internet of Things, with many 
connected dumb devices getting smarter and, thus, 
more susceptible to exploitation (e.g., smart TVs, 
baby monitors, home-based medical monitors, traffic 
systems), increases the chances of a potential weak 
link allowing external access to network resources. 

Addressing these issues will not be easy or happen 
overnight, but we desperately need more skilled 
cybersecurity professionals. ISACA is working to 
address this through Cybersecurity Nexus  
(www.isaca.org/cyber). I encourage all Journal 
readers to take advantage of this resource.

Q:  How have the skills you learned in the US 
Coast Guard assisted your career as a security and 
compliance specialist in the corporate arena, since 
retiring from military service? 

A:  I enlisted in the Coast Guard essentially out 
of high school and as a part of my professional 
education in telecommunications was taught the 
concepts of asset, threat, vulnerability and control. 
Assets need to be protected, threats need to be 
removed, vulnerabilities need to be addressed 
and controls need to be implemented to reduce 
the impact of those reduced vulnerabilities on the 
security of the assets to be protected.

This has translated well to all post-military positions 
that I have held; however, it did take me a couple 
years and very understanding managers to realize 
that I did not need military-level protection in 
property/casualty insurance or retail to protect 
corporate secrets. The security skills I obtained in 
the Coast Guard and my graduate-level education 
in business gave me the fundamentals in security 
and the business awareness necessary to identify 
the assets that needed to be protected as well as the 
ability to communicate with my business partners to 
determine the appropriate level of controls required.

The military also emphasizes teamwork and 
communication. I think any governance, risk and 
compliance (GRC) professional will tell you that 
success in our field relies heavily on teamwork, 
cooperation and collaboration. Communication is 
critical to project success as goals or the desired 
future state need to be clearly defined, a plan needs 
to be in place and agreed upon, stakeholders must 
be identified, and key and supporting players must 
be in place.

Q:  How do you believe the certifications you have 
attained have advanced or enhanced your career? 

A:  Certifications lend professional credibility and, 
with proven performance, give management the 
confidence that one has the ability to successfully 
deliver solid security and/or audit results.
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WHAT’S YOUR FAVORITE BLOG? 
For 2013-2014, it’s Krebsonsecurity.com.  
(Brian Krebs has been right on target with the 
breaks in the 2013 holiday breach at Target.)

WHAT’S ON YOUR DESK RIGHT NOW? 
Pretty typical security stuff in retail and beyond:
1.  External and internal reviews of our  

IT audit controls
2. PCI level 1 merchant QSA preparation
3. Business continuity plan updates
4. IT disaster recovery updates
5. IT security policies refresh

WHAT ARE YOUR THREE PROFESSIONAL GOALS 
FOR 2014? 
1.  Volunteer more of my time locally (security 

professional to students primarily).
2.  Educate as many people as I can to be 

proactively secure rather than reacting to  
threat events.

3.  Talk to as many leaders in our industry as  
I can manage.

WHAT’S YOUR FAVORITE BENEFIT OF YOUR  
ISACA MEMBERSHIP? 
Networking with other audit, security and  
GRC professionals

WHAT DO YOU DO WHEN YOU ARE NOT AT WORK? 
I like to spend time with family, and my wife and I 
try to go to as many baseball and football games 
as we can. Of course, this is impacted by both of 
us working full-time, but we do our best.
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At its core, a computer executes instructions, 
the code we build into it. Therefore, one can 
argue that computers do not have their own 
discretion beyond what humans incorporate 
into such systems. Intentional actions of any 
code are essentially limited only to the extent its 
writer chooses. In this mode, computers can be 
described as tools, or enablers, of what the users 
want to do. The entire accountability for ethical 
conduct rests with its creators.

This is not to say that humans do not use 
these enablers in an immoral way. During the 
1970s, the leadership of Equity Funding, a US 
life insurance company, decided to create fake 
records of life policies, reinsure them and obtain 
cash from reinsurers by declaring some of these 
fake insured entities as dead. They hid these  
data from their auditors in what they called  
“File 99.” Manipulating the code or data to 
commit a criminal or immoral act is possible  
even when computers are no more than tools  
and the perpetrators come from the line of  
users or creators.

But, an era of advanced computing in which 
computers are increasingly taking over far more 
sophisticated roles has arrived and continues 
to expand. Robotics and nanotechnology are 
just two examples of developing disciplines that 
will push the role of computers and computing 
well past the era of enablers. According to Ray 
Kurzweil, by the year 2045, “human intelligence 
will enhance a billion-fold thanks to high-tech 
brain extensions.”1 He refers to this phenomenon 
as the “singularity,” a point at which humans and 
computers will merge. This sort of “one in two” 
will create serious challenges in the allocation of 
moral accountability between the two.

To develop insights into ethical dilemmas of 
the new world of advanced technologies and 
their applications, a whole new field, called moral 
machines or machine ethics, is emerging. Broadly, 
machine ethics is a discipline that attempts to 
address the ethics of artificial intelligence (AI). 
While AI has slowly been transitioning from 
fiction and movies (e.g., Transformers) to the real 
world over the past several decades, attempts 

to articulate its moral dimensions are relatively 
recent. Moral Machines:  Teaching Robots Right 
From Wrong2 and Machine Ethics3 are two 
significant publications offering a discussion of 
morality in the context of smart machines. This 
leap from computer ethics to machine ethics is 
necessary due to the elevated status of computers 
from mere enablers to intelligent collaborators 
with humans.

James Moor considers computing machines 
that are basically enablers of tasks as normative 
agents, but not necessarily ethical agents, because 
they merely perform the tasks as specified and 
their performance can be objectively assessed. 
Any development of machines beyond this state 
requires consideration of the ethical dimension 
that the embedded intelligence should reflect in 
its design. For this, Moor suggests three ways to 
classify issues of moral values in machines:  ethical 
impact agents, implicit ethical agents and explicit 
ethical agents.4 Each category progressively assigns 
a greater moral role to machines. Here, we discuss 
machine ethics using Moor’s classification.

ETHICAL IMPACT AGENTS
In addition to executing instructions, machines 
sometimes subtly influence the moral dimension 
of the situation, thus operating as an agent 
that delivers ethical impact. For example, now 
that the use of mobile phones is pervasive, we 
are concerned about whether to take a call on 
the cell phone while driving. There is enough 
evidence that the use of cellphones while 
driving entails a greater chance of harm to 
oneself and others on the road. In places where 
the law does not require action, one needs to 
consciously determine whether to take the call 
or let the answering system handle it while 
driving a vehicle (or any moving equipment you 
are actively controlling; exception:  driverless 
cars). Of course, the latter option alleviates 
the risk while the former may actualize it. The 
dilemma is caused entirely by the technological 
innovation in the form of cellphones and 
wireless telecommunication. Improvement in 
communication—anytime, anywhere—results in 
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a side effect in terms of a new ethical dilemma. Thus, mobile 
computing can be seen as an agent with ethical impact; it does 
what it is programmed to do, but it also has an impact on 
moral dimensions of human behavior.

Jim Lewis describes an interesting scenario of ethical 
impact.5 It has to do with camel jockey robots, about two feet 
high, with a right hand to bear the whip and a left hand to 
pull the reins. Hardware is encased in aluminum and plastic 
(35 lbs.) and software:  a 400-MHz processor running Linux 
and communicating at 2.4 GHz; GPS-enabled, monitoring the 
camel’s heart rate. Camel jockeys were used in a desert camel 
race outside Doha, Qatar. Until the robots displaced human 
jockeys, the natives of Doha used enslaved Sudanese boys and 
starved them to keep them lean. Every robot camel jockey 
bopping along on its improbable mount means one Sudanese 
boy freed from slavery. The robots built in Switzerland had an 
ethical impact outside of just running the camel race.

Interestingly in the case of mobile phones, the ethical 
impact resides outside of the design of the cellphone; thus, 
one might argue that the phone itself has not been delegated 
any moral responsibilities. Nevertheless, cellphone technology 
has the potential to transform mobile phones into ethical 
impact agents—they can be programmed to make the decision 
given the owner’s state, whether the owner is driving or is not 
driving a vehicle at the time of a call. This may not become 
widely popular among the users and salespeople. Thus, it is 
clear that evolving technologies offer new ways of addressing 
ethical dilemmas as they improve ways to satisfy human needs 
and wants. For example, the global presence of the Internet, 
supposedly neutral in its design, has created a new debate 
on privacy and equal access. In 2012, Facebook conducted 
a psychological experiment on 689,003 users to gauge their 
emotional state. The purpose was to determine if Facebook 
could alter the emotional state of its users and prompt them 
to post either more positive or negative content.6 We did not 
invest as much time on these issues in the pre-Internet era. 

Let us return for a moment to the computers that perform 
normative tasks; there is nothing inherent in their design 
that would touch our conscience. Looking to the future, as 
we become surrounded by intelligent machines, responses to 
our moral dilemmas take new shapes and often become even 
more complex. In the past, we never thought we would have 
any ethical issues in answering a phone call, but with wireless 
technology, we now do.

IMPLICIT ETHICAL AGENTS
Ethical impact agents create ethical contexts that are new 
or different for humans to solve. Since AI programs are 
sophisticated in the level of intelligence, why not have them 
sort out the ethical dilemma they pose? Thus, we adjust 
the situation from one of ethical impact to ethical decision 
making by the computer, albeit from a portfolio of choices 
that programmers embed into the software. Instead of opting 
to sort out ethical questions emerging from ethical impact 
agents, an option is to build into the AI products and services 
anticipated optimal responses to ethical questions. If moral 
choices are programmed with proper reflection on what is 
appropriate under specified conditions, one would expect the 
anticipated behavior to occur consistently. Unlike humans, 
machines are not capable of breaking their resolve to  
behave ethically.

EXPLICIT ETHICAL AGENTS
The next stage recognizes the agent as not only able to execute 
moral decisions, but also to make ethical decisions based 
on a repertoire of decision rules. Thus, one need not assign 
the right thing to do, but rather how to determine what is 
the right thing to do in a specific context. Take, for example, 
drones (unmanned combat air vehicles) used in combat. 

One would want the drone to 
mitigate the risk by destroying 
the threat, while at the same 
time noticing innocent civilians 
nearby whose lives should be 
spared.7 If a drone is able to 
make such judgments based 
on a specific scenario that 
develops on the spot, it would 
be an explicit ethical agent. 

Explicit ethical agents are equal, or nearly equal, to humans. 
Some even argue that they could be much more reliable and 
consistent in their moral behavior.

While these may seem rather premature ideas, the truth 
is this:  AI applications are here to stay. Newer applications 
of AI are more sophisticated and some even self-learning. 
The complexity of the new world driven by technology is 
bewildering, although ethical precepts of the past still apply. 
The challenge of modern times lies in reliable comprehension 
of the new contexts in light of the eternality of ethics. When 
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we do not have a comparable context from the past, the 
application of ethical precepts becomes confusing, much 
like when lawmakers try to craft a bill for something like net 
neutrality, which is new and nearly incomparable to existing 
law. Universal open access to Internet without regard to the 
media, devices, platforms or nature of use is hard to pull 
from history. No matter how the debate on net neutrality is 
resolved, it will create more ethical issues to address as we 
move forward. And as the gap between humans and machines 
closes over time, we will have to give serious consideration to 
new ways of implementing ethics.
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So many times, auditors of all types use a 
computer-generated report to perform some aspect 
of assurance. For example, financial auditors 
may pull a computer-generated list of accounts 
receivable (i.e., subsidiary listing) and use it to 
confirm receivables. IT auditors sometimes do 
the same thing with lists of access, logs or other 
reports relevant to IT audits. A popular use today is 
to generate data sets (a similar resulting object) to 
conduct data mining or data analytics. 

It is tempting to look at a neat report that 
came from a computer and to have a “leap of 
faith” as to the veracity and reliability of the 
information of that report. Standard setters have 
realized the fallacy of that thinking and have 
issued guidance to auditors regarding computer-
generated reports. The Public Company 
Accounting Oversight Board (PCAOB) inspection 
reports show that one major area of deficiency in 
financial audits of issuers is not gaining assurance 
regarding the accuracy and completeness of the 
report’s information. 

THE GOAL
The goal has been stated by standard setters. It is 
the completeness and accuracy of the information 
in the report upon which the auditor is relying. 
Accuracy alone is insufficient. One needs to 
obtain assurance about both the completeness 
and the accuracy. 

The US Government Accountability Office 
(GAO) uses data reliability to refer to the 
accuracy and completeness of data. They define 
data reliability as “sufficiently reliable data,” 
“not sufficiently reliable data” and “data of 
undetermined reliability.” A determination of 
data reliability should lead to the assessment 
of assurance on accuracy and completeness of 
a computer-generated report from these data, 
although it may be necessary to couple that with 
another test for report settings. It is possible for 
data to be reliable for one particular purpose but 
not reliable for another because of differences in 
data fields. 

WHY?
Consider the example of a financial audit. The 
financial auditor might use a key report from the 
information system (i.e., computer) as the key 
information or an important audit procedure. 
In this case, the reliance upon the information 
is critical to the conclusions about the assertion 
of the account balance, class of transactions or 
disclosure being tested. 

Consider an IT audit. The same result is true. 
If the IT auditor is using a computer-generated list 
of credit card charges (or similar financial data), 
or a list of users and accesses, the conclusion after 
testing is highly dependent on the accuracy and 
completeness of the information being used. 

Therefore, the IT auditor will want to first 
look at the computer-generated report and figure 
out why it is appropriate, with specificity, to rely 
on the report and why the completeness and 
accuracy of the report is reliable.

PROCEDURES
There are generally two ways to gain assurance 
for completeness and accuracy. One is to 
compare the report to information or data 
external to the system and the other is to 
compare the report to the internal database. 

The best way to get assurance from a 
computer-generated report is to compare it 
for completeness and accuracy against data/
information independent of the computer system. 
For instance, if the entity produces something 
and has a standard rate or formula for billing, 
there is operational data to support the amount 
reflected in those billings. That information could 
be used for completeness and accuracy of a listing 
of billings by making some simple calculations. 
It is possible external information exists in other 
repositories as well. Other similar tests would 
include tests such as the following:
1.  Trace a suitable sample of transactions in the 

system to the source documents for accuracy:
•  Trace a suitable sample of source documents 

to the data for completeness. 
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•  Establish some criteria for expected results and compare 
to actual results for accuracy.

•  Consider separate verification of proper settings for the 
report itself.

Sometimes a test performed might provide assurance for 
completeness but not accuracy, and vice versa. For instance, 
in confirming receivables, the auditor may not have assurance 
of accuracy and completeness over the list of subsidiary 
accounts and decide to confirm a high percentage of accounts 
(for example, 80 percent) as a compensating test. However, 
that test only confirms accuracy and not completeness.

Also, a paperless transaction or system will not have 
source documents from which to test data or the report. In 
the case of the latter, internal controls are critical to obtaining 
assurance about accuracy and completeness. 

Finally, sometimes one cannot attain sufficient assurance 
about the accuracy and completeness of the data and report, 

as indicated by the ratings the 
GAO uses for data reliability. 
When that happens, what do 
auditors do with the report? 

They select an alternative 
approach. For instance, there 
are two ways to confirm 
receivables. The first, 

confirmation letters, uses a list of subsidiary accounts. If 
accuracy and completeness of that list cannot be attained, the 
alternative confirmation is subsequent payments. 

CONCLUSION
With the combined growth in computer-generated reports, 
and the growing attention by reviewers and standard setters 
on the accuracy and completeness of reports used in audits, 
there is a need to understand the situation and to develop a 
framework for obtaining that assurance. Obviously, the key 
is to, first, use a valid source for testing and, second, obtain 
assurance for both. 

2.  Look for existing internal tests, reconciliations or reviews 
of data and/or reports that could support accuracy and/or 
completeness of the data and/or report:
•  Reconciliations are valid only if variances are researched, 

explained and resolved in a timely manner.
•  A review of reconciliations can substantiate accuracy of 

the reconciliation.
When external information is not readily available, the 

comparison would need to be the report against the database 
in the system. The following are examples of how that can  
be accomplished:
1.  Take a suitable sample of transactions from the report 

and trace them to the internal transactions for accuracy. 
(Completeness would need to be a different test.)

2.  Test application control(s) over the transactions for 
completeness and/or accuracy depending on the nature of 
the control(s). 

3.  Test internal controls where the purpose is to ensure data 
reliability on a target data file.

4.  Examine the report settings, especially queries and custom 
reports, for correctness as to completeness. Accuracy may 
need to be assessed via a different test:
•  Test for the data file being used to make sure it is the 

appropriate one.
•  Test filters being used for types of transactions, dates, etc.

5.  Test the change management process for the report,  
if applicable. 

6.  Use data analytics to determine the reliability of the 
underlying data:
•  Test key fields to identify issues with the fields that would 

materially affect accuracy and/or completeness. For 
example, verify that all sales records contained valid types 
of services.

”
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A pessimistic prediction for the future of the RSA 
Conference, the somehow unfair public judgment 
of security agencies, the possibility of hacking 
a papal election, how to become a security 
expert, the use of security questions as a backup 
mechanism for forgotten passwords and the level 
of understanding that security staff have about 
people are just a small sample of the topics on 
which Bruce Schneier offers his insights in this 
entertaining and easy-to-read book.

Carry On:  Sound Advice From Schneier on 
Security is a collection of Schneier’s 
short essays, which appeared in 
different publications between 
March 2008 and June 2013. It is 
almost guaranteed that readers 
interested in up-to-date information 
security facts will find at least 
one thing in this publication that 
will grab their attention. In fact, 
more than 150 commentaries on recent events 
and common information security issues are 
presented by the author in a concise and  
amusing format.

The author analyzes and clearly explains 
common security concepts and shares his 
opinions on information security current events, 
making this book interesting for security experts, 
IT professionals and the average person. Schneier 
challenges readers to rethink some of the 
main ideas or concepts usually associated with 
information security today.

The book is organized around eight chapters, 
every one of which presents information 
security from a different perspective:  business 
and economics; crime, terrorism, spying and 
war; human aspects; privacy and surveillance; 
psychology; technology; travel; and policy, liberty 
and law. Every chapter contains a selection of 
different articles referencing actual issues  
and events.

Even the introduction is not to be missed. 
Here, Schneier shares with readers the process 
of writing essays. Viewed as tight arguments on a 
particular point, he explains that his essays could 
be written as a result of a morning inspiration 
or, when issues are harder to analyze, after a few 
days of consideration. The book covers actual 
events and technologies (such as the Boston 
[Massachusetts, USA] Marathon bombing), 
aviation security issues, cyberattacks, the Stuxnet 
virus, cloud computing and privacy. Readers will 

feel captivated by these thought-
provoking writings.

Another benefit of this publication 
is that it can be read sequentially 
or by jumping from one section to 
another, depending on the reader’s 
interests or needs. 

“Sound advice on security” is 
exactly what the reader will get 

from Schneier in this book:  an interesting and 
inspiring read on a wide range of today’s hot 
topics on information security, written by a real, 
worldwide expert. Anyone concerned about 
security and risk issues, whether an expert or 
simply someone interested in these topics, should 
not miss this book.

EDITOR’S NOTE
Carry On:  Sound Advice from Schneier on 
Security is available from the ISACA® Bookstore. 
For information, see the ISACA Bookstore 
Supplement in this Journal,visit  
www.isaca.org/bookstore, email  
bookstore@isaca.org or telephone 
+1.847.660.5650.
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The rapid development of appealing new social 
applications has created a large audience for 
these services over the past few years. For 
instance, Facebook now has more than  
1.28 billion monthly active users as of 31 March 
2014.1 Millions also use other platforms such as 
Twitter, YouTube and Flickr. People also connect 
by instant messaging and text messaging and 
through blogs and instant messengers, such as 
WhatsApp, Line and Skype. 

There are many books discussing aspects 
of social media. However, there are few books 
that show government decision makers, security 
analysts and activists how to use 
social media to improve security 
locally, nationally and globally in a 
cost-effective manner. 

The two authors of this book are 
technology, behavior and security 
professionals. Ravi Gupta is an 
entrepreneur who develops and 
commercializes technologies that 
use biological principles. He has 
created social media platforms, 
data processing algorithms and 
crowdsourcing techniques to understand and 
solve security problems. Hugh Brooks, a security 
consultant for public and private clients, has 
produced innovative solutions for crowd-driven 
applications,  
behavior modeling, mobile health and education, 
and cybersecurity. 

This book is targeted to security professionals 
and provides a variety of content from other 
books on social media and global security. 
Complementing existing research books, Using 
Social Media for Global Security offers new 
insights on how social media can improve and 
influence global security matters by analyzing 
open source intelligence, examining how to 
utilize crowdsourcing technologies, and exploring 
the ethical concerns associated with social media 
and activism.

The book is concise and organized into four 
parts, which include providing demographic 

information about social media users, 
crowdsourcing implementation, analyzing social 
media data and building crowdsourcing platforms.

It also shows how social media data can be 
analyzed to map the social networks of terrorists 
and sex traffickers and forecast attacks and 
famines. This book also explains how social 
media can be used to help catch murderers, 
coordinate disaster relief and collect intelligence 
about drug smuggling.

Although the detailed nature of this book 
makes it slightly complex, readers will be able 
to take away a strong sense of the relationship 

between social media and security. The 
strengths of this book are its ability 
to bridge two seemingly disparate 
fields (social media and international 
security); explain social media 
platforms, their implications and 
opportunities; and discuss thought-
provoking controversial stories and 
issues with numerous real-world 
examples.

As social media are changing at 
a rapid rate, the estimated shelf-life 

of this book is three to five years. But as one of 
the first books of its kind, Using Social Media for 
Global Security is a worthwhile read. It clearly 
shows how  
social media, an agent of change, can be a tool 
for security. 

ENDNOTE
1  Facebook, “Company Info,”  

http://newsroom.fb.com/company-info/ 
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Feature

There are three domains that impact information 
security. Although these domains interact with 
each other, they tend to be discussed separately in 
different circles: 
• The vulnerabilities of devices and services (the 

responsibility of security practitioners)
• The security practices that should be followed 

by end users (the concept of “digital hygiene”)
• What can be done about these two things and 

who should be doing it (the role of governance)

VULNERABILITIES OF DEVICES AND SERVICES
In the early days of IT, it was accepted that:
• Hardware will eventually fail 
• Software will eventually work 

While both remain true today, 
hardware has become quite reliable 
and software products for personal 
computers, smartphones and other 
mobile devices have shorter life 
cycles between versions than in the 
past. As bugs that may compromise 
security are discovered, software has 
to be updated regularly (sometimes frequently). 
Each update may well introduce new bugs.

Unfortunately, the story does not end here. In 
today’s mobile environment, security is impacted 
by the activities of many players before even 
getting into the hands of the end user.

Hardware Vendors 
An emphasis on innovation, time to market 
and value for money has worked well for 
many organizations and these technologies’ 
contribution to how individuals live and work 
is undeniable. However, their approach may, by 
design, not have as strong a focus on security as 
in other industries (e.g., aircraft, nuclear). As a 
typical processor chip in a modern smartphone 
will have millions of transistors and include 
embedded code, security may not be easy to 
reach. For example, some hardware vendors 
include software other than the operating systems 
and utilities in the devices they commercialize. 

Such features may make commercial sense, but 
may be no more than “crapware”1 to the buyer 
and many of these features cannot be removed. 

Software Developers in Different Categories
These include those developing operating systems 
either as proprietary software (e.g., iOS) or open 
source (e.g., Android). It is reasonable to expect 

that the software development and 
testing cycle is based on proven 
practices and an emphasis on quality 
assurance. Such software is complex 
and estimates for its size range 
from 3 million to 11 million lines 
of code. Bugs are inevitable and 
developers have a responsibility to 
ensure that zero-day events are kept 
to a minimum and are discovered by 

them, or well-intentioned individuals, rather than 
by hackers with malicious intent. 

The other category is that of application (app) 
developers, a free and unregulated market anyone 
can join. Some app developers have been very 
successful:  In 2013, a 16-year-old in the United 
Kingdom sold an application called Summly  
(it summarizes news) to Yahoo for a reported US 
$30 million. 

In 2013, more than a million Android apps 
were available2 and there were another million 
estimated for the Apple iOS environment3—
some very useful, others very ingenious and well 
designed. Many apps can be downloaded free of 
charge or for a modest sum. The degree of app 
quality assurance depends on who provides them. 
Many apps are known to contain malware. The 
concept of caveat emptor (customer beware) is 
just as important now as it ever was. The extent 
of apps’ usefulness is, like beauty, in the eye of 
the beholder.
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Internet Service Providers 
Internet service providers (ISPs) offer Internet access through 
various networks. Some provide security services, such as 
backup in the cloud and antivirus and antispam services for 
electronic mail, often as optional, additional subscriptions.

GSM Network Operators
Many key players in the wireless mobile world emphasize 
market share, pricing and subscription schemes. They also 
engage in a competitive game where operators may also add 
apps to the devices they distribute. Most of them provide ISP 
services included in their subscriptions.

Wi-Fi Internet Access Providers and Other Contactless  
Data Exchanges
The Wireless Local Area Network referred to as Wi-Fi has 
become ubiquitous. In many countries, it is available free of 
charge at, for example, airports, coffee shops, restaurants, 
hotels, universities and hospitals. Recent developments have 
seen Wi-Fi networks becoming available on trains and airplanes. 
When the connection is free of charge, such networks are 
usually unencrypted. Even when some operators charge for this 
service, this does not guarantee that the communications are 
encrypted. Bluetooth is another possible way to access devices 
without device owners being aware of it.

LESSONS FROM THE MEDICAL FIELD
The vulnerabilities described in the previous section can be 
argued to have equivalents in the field of health care. It is 
no coincidence that the name given to the first malicious 
software to emerge was “virus.” Good hygiene and medication 
have contributed to reducing the risk associated with illnesses. 
How can digital hygiene reduce information risk? 

There are two distinct domains for the information security 
industry to note:  hygiene and regulation.

Hygiene
Humanity has lived with contagious disease, infections, plague 
and other unpleasantness for millennia. It was only in the  
mid-19th century (at least in the Western world) that the concepts 
of hygiene, germs and bacteria were developed. A key figure 
in the development of hygiene among the medical community 
was Dr. Ignaz Semmelweis,4 a medical practitioner in Vienna 
who advocated that doctors wash their hands before touching 
patients. This was not well received by his peers and was 
generally ignored. Several years passed before the work of Louis 

Pasteur and Joseph Lister confirmed the validity of this advice.5 Is 
something similar happening today with information security? 

Regulation
In most countries in the world, the sale of medicine is 
regulated in terms of the tests a product must undergo before 
obtaining a license for selling it, whether or not its sale 
should be restricted by requiring a doctor’s prescription and 

in providing information to 
the consumer. Most medicine 
packages include a leaflet 
describing the product, 
including information on 
how much to take, when to 
take it, clear descriptions of 
contraindications, possible 
side effects and what to do 
about them, and other risk 
factors. Nothing of the kind 
is provided with computers, 

smartphones or tablets. Quite the opposite, the full text of 
an end-user license agreement for software (if one can get 
past the legal jargon) basically states that should anything go 
wrong, it is the user’s problem.

THE GREAT DIGITAL UNINFORMED (GDU)
IT and information security practitioners agree that the four 
pillars that enable sustainable success are:  governance, process, 
technology and people. People should be considered the weakest 
link and the existence of the great digital uninformed (GDU) 
makes success harder to achieve.

While there are many competent and technology-aware 
people, they may be outnumbered by the GDU, who can 
be found in many circles. The majority of GDU share four 
characteristics: 
• They do not know what they should be doing to keep their 

devices clean.
• They do not know why. Even recent reports on crime, the 

collection of metadata by governments and frequent articles 
in the press lead to an “I am not really interested” reaction.

• They do not know how. There are many sources of  
advice on how to protect your identity, secure online 
transactions and privacy. Notwithstanding, commonly used 
passwords include “123456” or the person’s date of birth. 
Such a password is then used for many, if not most, logins.

”
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• They do not care. This is the biggest challenge. Ignorance is 
bad, but indifference is worse. 
The GDU story does not end here. The popularity of 

social media has changed how individuals think of topics 
such as privacy and discretion for both personal and 
corporate information. Privacy is a matter of understanding 
what personal information can be shared with third parties. 
Governments require certain information by law, e.g., civil 
status, personal identity documents, property ownership, 
taxation, driving licenses. Employers require information, e.g., 
address, copies of qualifications, bank account details, next of 
kin, as part of their conditions of contract.

The next category of shared information is that required to 
join schemes where membership is optional, such as frequent 
flyer miles and hotel points, supermarket loyalty cards, and 
subscriptions to journals and newsletters, and providing 
personal information offers some perceived benefits. 

Next come the numerous opportunities to disclose 
information and opinions to all, for example, through social 
media. In today’s online world, anyone can be a content 
provider with little or no editorial control. To what extent can 
such information be trusted?

The other side effect of being online is that of spontaneity:  
an opportunity to act before thinking. Albert Einstein was 
right when he stated, “The difference between stupidity and 
genius is that genius has limits.”

Finally, there are recently added features that may weaken 
privacy, such as GPS built into mobile devices and several  
short-range, contactless data transfer protocols (e.g., Bluetooth.) 

IMPACT OF THE GDU ON THE CORPORATE ENVIRONMENT
Information security practitioners already deal with the 
convergence of scale and complexity by:
• Adopting good practices and standards and then having 

independent audits 
• Improving their process capability assessment (using, for 

example, ISO 15504 and COBIT® 5 for Information Security) 
• Collecting and analyzing diagnostics and metrics as well as 

deploying automation tools
• Recruiting and developing motivated, knowledgeable and 

dedicated staff 
All of these are desirable and, to achieve them, resources 

and effective governance are required. In the absence of 
dependable metrics and quantified business cases, these may 
not materialize. 

The characteristics of the GDU behavior that are likely to 
lead to corporate information security problems include the 
following, all of which are hard to change:
•  The shifting boundaries between work and home life—

Mobility has given the workforce the opportunity to work 
and play anytime, anywhere. 
People can be seen reading 
confidential corporate 
documents on their mobile 
devices on planes and trains 
and interacting on social 
networks in their offices. 
•  Autonomy and 

independence—With limited 
 guidance to assess the quality and security of electronic 

devices, individuals purchase devices that they like and use 
them as both personal and corporate devices (i.e., bring 
your own device [BYOD]). 

• Device owners with information security and data 
protection responsibilities—These include, for example, 
protecting access to the device; managing services, such as 
Wi-Fi and Bluetooth; not transferring sensitive data to cloud 
services unless authorized; and updating operating systems 
and other software. Unfortunately, such things may not be 
known to the individual.

• A lack of personal engagement (the “I don’t care” 
syndrome)—This arises from having a job that is 
unfulfilling, does not provide opportunities for growth, lacks 
a clear purpose, or where management has little credibility 
and is not respected.6

THE CISO AND CORPORATE CHALLENGES 
The chief information security officer (CISO) may be in a 
similar situation to that which, around the year 1000, led 
King Knut of England and Denmark to show to his court that 
his powers were limited by placing his throne on the beach 
and ordering the tide to stop. He knew perfectly well this was  
not possible. 

The CISO recognizes that rapid technical innovation 
(i.e., a technami) combined with scale, complexity and 
GDU behavior may have become another unstoppable tide. 
However, the CISO’s span of control is small. 

The span of influence is not defined by organizational 
charts, but by the person’s soft skills. This will be effective 

”
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only when it includes senior managers and is supported by the 
credibility of and trust in the CISO. 

It is important that users are informed:  “I know we have 
a CISO responsible for… .” However, the less informed (i.e., 
those asking:  “What does CISO stand for? Do we have one? 
What do they do?”) may be more predominant in any  
big organization. 

The CISO is also confronted with other corporate 
governance issues, in particular, the pressure to do more 
with less,7 driven by financial pressures on the enterprise. 
The problem is that measuring the value of security is hard 
and controversial and the true cost of providing information 
security cannot be clearly defined because it is hard to 
know exactly what to count as a component of the cost 
of information security. Therefore, all figures should be 

seen as rough estimates (or 
guesses). Information security  
metrics are underdeveloped 
and underused. Some of the 
metrics8 are (controversially) 
not even useful, such as the 
return on security investment 
(ROSI), as it is not too difficult 
to come up with any desired 
answer. 

Security is a corporate 
governance issue that 

includes areas of building awareness and, most particularly, 
the management of security policies. These policies figure 
prominently in all standards on the management of 
information security and are problem areas. The policies 
must be concise, easy to understand, maintainable, easy to 
implement and effectively monitored for compliance. 

There are some simple answers to the creation of policies:  
download templates from a reputable source, buy templates 
from a commercial provider or engage consultants to develop 
them for you. 

Using the excuse, “I never received a copy of the policy,” 
should not be acceptable. The practice of burying dozens of 
policy documents in a large corporate intranet and relying on 
individuals to look for and study the policies is certain to fail, 
but this has not stopped organizations from doing precisely 
that (it is, after all, cheap and quick). Open questions for 
which there is no universal answer include:

• Should individuals acknowledge the receipt of policies? 
• Should this acknowledgement include the individuals’ 

commitment to adopt and follow the policy and accept the 
consequences of noncompliance?
Noncompliance does not apply when policies are 

considered optional and are put in place to satisfy the auditors 
(it happens). It has been said, “Never issue a policy that you 
are not able or willing to enforce.” This is sound advice. 

IS THERE A WAY OUT?
There had better be, because innovations still to come are 
likely to be adopted with the same enthusiasm as recent 
ones. And, it is not possible to predict which ones will be 
successful. 

Some organizations appear to have adopted controlled 
printers for sensitive information, although text on a screen 
can be photographed with a smartphone. Some highly secure 
organizations require visitors and staff to surrender their mobile 
devices prior to being authorized access to the building. 

Attempting to reverse established practices such as BYOD 
and access to social networks during working hours, as well 
as working with sensitive data while traveling, is likely to 
encounter considerable resistance from the workforce.

Several governments have produced guidelines for the 
security of government-owned smartphones and tablets. 
Notably, in May 2013, the US Federal CIO Council and the 
US Department of Homeland Security issued a 104-page 
report.9 Similarly, the French government Agency for the 
Security of Information Systems (ANSSI) published several 
guidelines relating to the mobile world (available only in 
French at present).10

There are several professional bodies that have also 
published guidelines, such as the Mobile Survival Guide 
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for Journalists11 and a brief note from the Kroll Advisory 
Services.12 Banks and other institutions are increasingly 
provided guidance on mobile security as mobile payments are 
on the increase.

CONCLUSION
This conundrum is centered on the concepts of future shock13 
(i.e., the future arrives before organizations are ready for it) 
and human factors, such as empowerment, the blurring of 
the work/personal boundaries and a huge wave of attractive 
technologies that are enthusiastically adopted before 
considering the consequences of doing so without taking 
appropriate measures to secure them and the information they 
access and store (digital hygiene).

The emerging Internet of Things is expanding the 
boundaries where additional controls may be necessary 

to protect corporate 
information assets.

Such situations 
also arose in the past. 
Change is challenging 

and requires leadership. This particular set of issues is 
complex because it involves several independent parties with 
incompatible objectives and may well be part of a “wicked 
problem,” in which each attempt at a solution is done with 
incomplete information and has consequences that transform 
the problem and/or create a new one.
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Feature

The IT industry stands at the cusp of the most 
significant revolution in 20 years, since client-
server architecture and web tier platforms. The 
convergence of social, mobile, analytics and cloud 
(SMAC) has created a significant change in the 
value that enterprise applications can provide to 
business (figure 1). Various market analysts such 
as Gartner,1 IDC2 and Ovum3 predict how SMAC 
is going to drive the future of how business is 
done and operated.

Today, most organizations are facing the 
challenge of figuring out how to analyze data and 
find insights into newer and unconventional data 
types. As new sources of data continue to grow in 
volume, variety and velocity, so does the potential 
of these data to revolutionize decision-making 
processes in every industry. What are the challenges 
that typically face large organizations and how can 
big data analytics help solve those challenges  
for them?

BIG DATA—THE NEW OPPORTUNITY
Organizations have invested heavily over many 
years in a variety of applications and systems 
to automate their business processes. The 
information from these applications is typically 
locked in silos or consolidated into a data 
warehouse for historical analysis and reporting 
by expert business analysts. Volume and variety 
of information (structured and unstructured) is 
exploding. The current economic times require 
corporations and governments to invest in 
analytical systems to gain deeper insights into 
information and make smarter decisions. These 

systems enable macrooptimization—the analytics 
designed to support major business decisions 
such as production planning, sales management 
and capital investments. While these investments 
generate many benefits for day-to-day, routine 
business, in most cases, the majority of the data is 
not utilized for any kind of predictive analytics. 

The next generation of efficiencies can 
be achieved by providing precise, contextual 
analytics and insight at the point of impact, 
answering the questions:  Is this a risk or an 
opportunity and what is the best action to be 
taken? An analytics-driven approach will drive 
microoptimization, improving insight into 
customers, processes and business patterns to 
drive better real-time decisions and actions in 
every corner of the organization.  

The emergence of SMAC is driving adoption 
of application modernization strategies in 
enterprises across the world. How can big 
data and analytics principles be applied as 
a modernization strategy to improve the IT 
operations and help in an organization’s major 
transformation initiative?

POSSIBILITIES WITH IT OPERATIONS ANALYTICS
With more and more systems talking to each 
other (the Internet of Things) and deployment 
of mobile strategy, it can be assumed that data 
are set to grow by 15 to 20 percent every year. 
As applications gradually move to the cloud, 
monitoring the applications is also set to become 
a complex task due to dynamic provisioning 
and deprovisioning of IT resources to meet 
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applications’ demands. For example, an enterprise of 5,000 
servers and 125 business applications typically generates 1.3 
terabytes of IT operational data every day—via collection 
of various metrics, such as events, server monitoring logs, 
application monitoring logs, endpoint managers, network 
monitoring and storage monitoring. Enterprises need to adopt 
analytical solutions that can analyze the terabytes of big data 
from IT operations and provide relevant insights that can 
be acted upon immediately. Some of the situations where 
predictive maintenance may apply are depicted in figure 2.

This new approach of using analytics to resolve IT 
problems proactively and effectively is called IT operations 
analytics.4 IT operations analytics solutions have the ability 
to extract insights from structured and unstructured data and 
learn about a business’s IT systems over time. The objective 

is to get from a reactive to a proactive mode as far as regular 
IT operations are concerned. Self-learning and predictive 
capabilities enable automatic fixing of recurring issues in 
maintenance, thus freeing up IT personnel to focus on more 
important areas.

THE INTELLIGENT APPROACH TO IT OPERATIONS
Enterprises’ risk revenue, customer dissatisfaction when 
applications and services do not meet consumer expectations, 
operations focused on individual applications, and infrastructure 
domains with no end-to-end operational visibility all translate 
to high maintenance costs and ineffectiveness. The explosion in 
operational data and the nonadaptability of traditional tools to 
handle the complexity compounds today’s big data problems. 

Figure 2—Opportunities With Predictive Analytics 

Source:  Mohapatra, Parisa and Banerjee. Reprinted with permission.
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By adopting IT operations analytics strategies, enterprises can 
improve operational ability with real-time analytics to identify 
and resolve problems faster and predict emerging problems 
(figure 3).

By analyzing historical data, enterprises can quickly 
identify opportunities to streamline operations and reduce 
costs by having a single view of end-to-end operational 
visibility. A proven architecture that underlies predictive 
maintenance is depicted in figure 4. Advanced analytics 
powered by products that do predictive analytics (SPSS,5 
COGNOS software) and data integration provided by 
messaging software6 (e.g., Websphere Message Broker, 
Infosphere Master Data Management Collaborative Edition), 
which feeds a prebuilt database schema (e.g., DB2), are the 
components that provide the solution.

Full deployment and usage of the IT operations analytics 
tools as part of an organization’s day-to-day operations 
will help in integrating business insights with predictive 
analytics and will result in behavior learning solutions that 
automatically conform to the environment. It will also 
resolve problems more efficiently with faster access to all 
pertinent information, as well as improve service availability 
by leveraging expert knowledge of applications and 
infrastructure. Last, but not least, it will reduce administration 
overhead by reducing the need for static thresholds and 
application analysis.

IT MODERNIZATION STRATEGY OF THE FUTURE
Another area that benefits from big data analytics is 
formulating a modernization plan for an enterprise’s portfolio 

Figure 3—Addressing IT Operations Through Analytics

Source:  Mohapatra, Parisa and Banerjee. Reprinted with permission.
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of business applications. Chief executive officers (CEOs) are 
worried about IT spending, and maintenance and support 
costs form a major part of an organization’s IT budget. A 
modernization strategy that involves moving compatible 
applications to the cloud may not drive the high return on 
investment (ROI) that organizations expect. An efficient 
strategy would be to determine applications that are causing 
high maintenance costs, then gain an understanding of 
the root cause and determine if a transformation would 
help bring down the costs associated with the application. 
Today, organizations are starting to take the initiative by 
accelerating their progression along an information-led 
transformation. These changes are not isolated, but rather 
interdependent and involve a transformation strategy that 
incorporates modernization of platforms and technologies 
with improvements of the portfolio through consolidation, 
simplification and restructuring of the portfolio components.

As figure 5 shows, the big data approach complements the 
traditional approach. In the traditional approach, CEOs and 
chief technology officers (CTOs) intending to rationalize their 

application portfolio ask business users a multitude of questions 
while trying to understand which applications are potential 
candidates for modernization. The business users, in turn, 
consult their IT division to get answers to these questions. 

Though this is the present-day scenario at most 
organizations, there are multiple problems with this process, 
such as delays in getting answers, starting with a huge 
application set, and subjective and contradictory responses. 
Figure 6 shows the big data approach.

In this model, IT delivers a platform that consolidates 
all sources of available information and enables creative 
discovery. Then the business users and modernization 
consultants use the platform to explore the data and create a 
smaller set of specific questions to ask. In addition to starting 
with a much smaller set of application candidates, this 
approach also gives quicker and more accurate results.

APPROACH TO BIG-DATA-LED APPLICATION MODERNIZATION
Any large enterprise generally has hundreds of applications 
that are required to run the business functions with varying 

Figure 4—Components of a Predictive Maintenance Model

 

Source:  Mohapatra, Parisa and Banerjee. Reprinted with permission.
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Figure 6—Big Data Application Modernization Strategy

Source:  Mohapatra, Parisa and Banerjee. Reprinted with permission.
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service levels. Over a period of time, regular maintenance 
activities of these applications usually give us a picture of 
which ones are healthy and which ones are prone to repeated 
failure. It is prudent to take note of this subset of applications 
and probe further, since it is likely that some, or all of them, 
would be probable candidates for future modernization 
initiatives. This also avoids unnecessary data discovery and 
analysis of the entire set of applications, as well as installing 
any discovery software on all the production systems. Figure 7 
explains the approach.

In the first phase, referred to as data gathering, one needs 
to look at the historical data of service tickets for all the 
applications in the enterprise. Manual screening of these data 
would reveal which applications or servers are more troubled. 
The analysis is done with the intent of finding out which 
applications have caused more high-severity tickets, which 
applications have caused system and application outages, and 
which applications have more tickets because of a server or 
application failure.

Analyzing tickets will help narrow the huge set of 
applications for developing a modernization strategy to a 
smaller set. For example, if one wants to look at the top 
10 applications that are troubled, with this limited set of 
applications with which to start allows for detailed analysis 

to begin. The process usually follows an iterative and quick 
deploy, analyze, recommend and exit strategy. 

The next phase is the identify phase in which, 
instead of following a manual approach, one tries to use 
analytics software to read the unstructured data (every 
log, maintenance manuals, user guides) of the selected 
applications one by one, looking for meaningful data in what 
one finds. There are several IT operations analytics solutions 
on the market that do this kind of job, but the focus here is on 
those that perform log analysis.7

The next step is to complete the analysis of the produced 
data and try to identify business applications for IT mapping, 
while understanding the architecture of troubled business 
applications. The points to be considered include identifying 
the range of software that is running on the system and the 
log details, identifying any existing application performance 
tools, and identifying any existing server performance and 
monitoring tools that are running. With the help of log 
analysis tools, the analysis phase also takes into account the 
following aspects:
• Locating component error messages from system, 

configuration or software logs via rapid indexed searches
• Isolating issues across various domains, including customer 

session, performance and system faults

Figure 7—Four Steps to a Better Modernization Strategy

Source:  Mohapatra, Parisa and Banerjee. Reprinted with permission.
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• Linking support documentation and operations notes 
dynamically to log warning messages or events to resolve 
problems quickly

• Visualizing search results with analytic tools to rapidly 
perform root-cause analysis

• Detecting service issues in unstructured data sets with 
built-in expert knowledge of software components
The resulting analysis may help provide some insights, 

such as which operating systems and software stacks have 
caused more problems or whether the configuration of 
hardware running these applications needs an upgrade.

These analytical solutions lead to an actionable plan, which 
is the last step in the process. The plan need not necessarily be 
a migration of an application to the cloud, but it could include 
hardware upgrades, application upgrades, database upgrades 
or application rearchitecture, among other possibilities. For 
example, an application with constant requests for memory 
resources should be checked for application configuration, 
coding logic or its potential as a cloud candidate. 

CONCLUSION
The next generation of big data analytics capabilities makes 
the maintenance of IT operations of an enterprise more 
streamlined and intelligent. At the same time, the approach 
also benefits an organization’s need for overall business 
transformation by providing a quicker and more effective way 
to rationalize its application portfolio.
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Feature

“There’s an app for that.” This is the catchphrase 
bandied about by a popular consumer electronics 
brand and one of the world’s largest companies. 
It has become the new battle cry for today’s 
hyperconnected citizenry. Of course, the majority 
of today’s mobile application downloads 
revolve around consumer-centric applications. 
As enterprises attempt to determine the best 
ways of handling today’s bring your own device 
(BYOD) trends,1 they also realize the potential 
for mobilizing their existing enterprise systems 
and applications.2 Applications today must be 
developed “mobile also”—that is, a large amount 
of enterprise use cases must work on both web 
and mobile—and in some cases, “mobile first,” 
meaning all enterprise applications are designed 
and built for mobile and then adjusted for web 
use as well. 

MOBILIZING ENTERPRISES
Enterprise mobility brings a number of benefits to 
enterprises, including increased flexibility in work 
times and places, the ability to more effectively 
access corporate resources, and the ability to 
contextually respond to corporate stimulus. 
There are some applications that are simply 
better mobile—field force automation (FFA), for 
example—imagine use cases such as those for field 
investigators, field appraisers, field engineers and 
field sales people. As a result, enterprises look to 
mobility for their existing applications. However, 
enterprises have generally higher standards for 
security compared to consumer applications; thus, 
applications must be developed securely using the 
following general guidelines. 

Do Not Trust the Transport—Always Encrypt
Applications are increasingly being used in many 
different kinds of networks. Often, these are 
public and commercial networks or, at other 
times, unsecured public hotspots. In many of 
these cases, the end users cannot assess the 
security of the network, even if they were inclined 
to do so before using it. In fact, with mobility, the  

 
 
 
 
 
assumption that applications are only to be used 
within the safe and secure confines of a walled 
garden enterprise network is gone. Developers 
must always assume that the transport cannot 
be trusted. One key basic recommendation is 
to always use encryption. By default, all home 
calls to the server must be securely authenticated 
and must be run on secure transport such as 
Transport Layer Security (TLS)/Secure Sockets 
Layer (SSL).3 Sessions must also be expired 
properly to avoid hijacking and information 
exposure potential. This is a relatively simple 
recommendation that can go a long way toward 
ensuring that communications and information 
are not compromised.

Data Are Everywhere—Clean as You Go
As mobility allows place shifting, it is now 
possible for multiple copies of highly sensitive 
information to be located on diverse devices in 
many places. It is, therefore, recommended that 
sensitive information be kept ephemeral as much 
as possible. This information must be obtained 
only from the server when necessary and disposed 
of properly when the session is over. This implies 
wiping data variables and ensuring that data are 
not cached. Even on platforms, such as Java, 
that do automatic garbage collection, it is good 
practice to zero out the values manually. This 
serves to keep information limited to a few places 
and avoids unnecessary proliferation in nonsecure 
environments—clean as you go (CLAYGO).

Ensure a Secure Key
If one must store sensitive information on the 
client side, it is best to properly use a well-
vetted cryptographic keystore. Improperly using 
cryptographic libraries is just as insecure as not 
using cryptography at all. Major handset vendors 
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have provided secure cryptographic keystore mechanisms on 
their platforms for securing sensitive key information (i.e., 
application keys, authentication tokens). Apple has the iOS 
KeyChain service4 and Google has the Android support  
java.security.KeyStore.5 One of the most common pitfalls is 
to use a cryptographic keystore, but to improperly generate or 
handle the key of the keystore. 

Some of the pitfalls of improperly generated keys include: 
• Putting the key in the source code. This would allow 

the key to be recovered using mechanisms that involve 
extracting strings from the application binary. This should 
be avoided. 

• Using the same key for all application instances. This 
would mean that if a single downloaded application is 
compromised, all released downloaded applications are 
vulnerable. The best practice is to generate these keys 
randomly upon first-time start-up of the application, after 
which the data can be downloaded and stored securely in 
the keystore. This ensures that each application instance 
has a different, randomly generated key for its keystore. 
Another option is to have users create their own passphrase 
when creating the keystore and prompt for that passphrase 
upon application start-up. The latter option is a bit more 
inconvenient, but a lot more secure. A key derivation 
function (KDF) could also be used. Most platforms support 
Password-based Key Derivation Function 2 (PBKDF2).6 
This approach also has the benefit of the server not knowing 
the client’s keys (whether randomly generated or end-user-
provided), which provides an added layer of security. 

• Releasing an application built with debugging mode. 
Debugging mode allows application session variables to be 
watched for the purpose of determining their contents. This 
helps when troubleshooting application problems. However, 
this allows variables’ content to be inspected and recovered by 
an attacker. This is a particularly serious problem in mobile, 
since applications are under the control of users within their 
devices. One must ensure that the debugging mode is disabled 
when releasing applications for production distribution.
One can also use third-party cryptographic keystore and 

secure storage facilities that have been vetted by the industry, 
such as BouncyCastle.UBER7 or PKCS #12-compatible 
keystore.8 For platforms that do not have such facilities, 
one can use a KDF with a favorite encryption algorithm 
(with the proper mode of operation) to encrypt data 
before storing it in the file system. Most, if not all, of the 

most popular cryptographic algorithms have source code 
readily available. For example, BouncyCastle.UBER uses 
PBEWithSHAAndTwofish-CBC as its KDF and the Triple 
Data Encryption Standard (3TDES) to encrypt its contents. 
To break it down, BouncyCastle.UBER implements a 
password-based encryption (PBE) routine that uses the Secure 
Hash Algorithm (SHA1)9 and Twofish10 cipher algorithm in 
cipher block chaining (CBC)11 mode to generate the keys from 
the provided passphrase. It then decrypts the encrypted data 
using the 3TDES12 algorithm.

Another common problem is improperly generated random 
keys. It is best to ensure that random number generators 
are properly seeded before generating a start-up key for the 
keystore. This is a problem that causes keys to be generated in 
a predictable manner with some applications. 

Do Not Skip Certificate Validation
It is important to always assume that one needs to authenticate 
both ends of the communication. In mobile, it is even more 
likely that a client or server will get spoofed by a man-in-the-

middle (MITM) or similar 
attack. In this case, basic 
certificate validation can go a 
long way toward determining 
the authenticity of the party with 
whom communication is taking 
place. Unfortunately, users 
often bypass digital certificate 

validation13 when using TLS/SSL. This is normally done during 
testing when a production digital certificate is not yet available. 
Developers forget to reenable the certificate when moving to 
production. Such a practice must stop. There are certainly 
recommendations to avoid self-signed certificates. Nevertheless, 
if it is not possible to preload the proper certificates into the 
client or server keychains or keystores during development and 
testing, it is better to use self-signed certificates to ensure that 
certificate validation is always enabled, rather than disabling 
certificate validation and then subsequently forgetting to turn it 
back on again for production. 

Additionally, it is important to remember to catch the 
certificate validation failure exception properly and return 
a proper error message, and it is essential that customers’ 
expectations be properly managed when this occurs. An 
implementation that is too restrictive diminishes the user 
experience; an implementation that is too loose is readily 

”
“Always assume that one 

needs to authenticate 
both ends of the 
communication.
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ignored and toothless. Thus, it is critical that this be calibrated 
and managed properly.

Expect Input/Output to 
Give You Problems 
Good, secure software 
development practices will 
always consider anything 
received and sent outside 
the code to be potentially 
malicious. This applies to 
all levels, from function 
calls all the way to whole 
software libraries and even 

interprocess communications. Every time data are received, 
they must be treated with suspicion. Developers must always 
validate and check all information. Data that flow out of code 
must also be carefully checked to ensure that they do not 
cause potential problems with the receiving code.

It is also good practice to assume a white-list mentality 
when validating data. This makes it easier to handle, as all 
undefined cases are treated as exceptions. A purely blacklist-
style validation allows for false negatives to fall through the 
cracks in some scenarios. A combination of blacklist and 
white-list styles is generally used in production, with the white 
list serving as the catchall.

One cannot depend on client-side validation alone. This 
aspect is particularly important for mobility development 
because the client-side can (and for mobile, more likely will) 
be compromised. Validation must always be done at both 
ends—the client and the server. Client validation is normally 
used only as a convenience measure to improve the user 
experience. This ensures that data do not have to go on a 
network round trip before the user can see what is wrong with 
the input. Server validation is essential for security. 

Input/output (I/O) validation goes a long way toward 
adding a very useful layer of security by ensuring that only 
well-defined data move across the code. Some of the most 
notorious security vulnerabilities, such as buffer overflows 
and injection loopholes, are made exploitable with missing or 
insufficient validation.

Careful With Copy and Paste—Reputation Matters
A number of security problems arise when code is simply 
copied and pasted without fully understanding what it does. 
In particular, demo or sample code is written to be readable 

and will take shortcuts to point out a single key message. 
At times, these shortcuts create security vulnerabilities that 
can be potentially exploited. In particular, sample code 
contains generic try-catch-ignore-all-exceptions code. In such 
cases, problems can occur without proper handling by the 
application, leading to more problems downstream. This 
makes tracing the issue more difficult because the exception 
chain is broken. Worst of all, the error can be silent and 
exploitable. It is important to pick well-used and vetted code 
bases, particularly for cryptography. A well-reputed code base 
will have an army of people looking for problems with it and 
an army of people using it who have the incentive to fix it. 

For mobile development in particular, there are general 
best practices published by platform owners to increase the 
security of applications on their platforms such as Google 
Android’s “Security Tips,”14 Apple Developer’s “Introduction 
to Secure Coding Guide,”15 “W3C Mobile Web Application 
Best Practices”16 and The Open Web Application Security 
Project’s (OWASP’s) Mobile Security Project17 (still in its 
infancy, but the cheat sheet section is a good start). 

Include a Third-party Review
Sometimes complex code bases require an extra set of fresh 
eyes for review. Tired eyes, minds and tunnel vision are 
common problems with developers. This is true for any kind 
of code and also applies to mobile development. However, not 
all development outfits have people who are conditioned to 
review mobile developed code for security and performance 
issues. In this case, it might be best to contract a third party to 
perform such a review.  

CONCLUSION
These tips should be considered when developing mobile 
applications for an enterprise. The key principles generally 
apply to any major mobile application development platform. 
These practices can also be applied to regular, nonmobile 
applications and web applications. However, mobile 
applications are much more portable; therefore, there are 
certain assumptions that can be made with intranet-based 
or web applications that do not apply. For example, in a 
typical web application, it is generally not necessary to 
consider stored credentials or secure local storage because it 
is generally assumed that each session requires authentication 
and all data are downloaded upon request. This transit nature 
of data is actually beneficial to web applications. But, these 
same assumptions cannot be made with mobile applications. 

”
“Good, secure software 

development practices 
will always consider 
anything received and 
sent outside the code to 
be potentially malicious. 
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In a typical local area network (LAN) client-server 
application, transport security is not given too much focus 
because it can be assumed that the enterprise LAN transport 
is already secured. This is a reasonable assumption for legacy 
protocols where the entire enterprise LAN can be considered 
secure. However, mobile devices can connect to multiple 
networks that are not controlled by a single enterprise. 

In some cases, practices are less fatal in other channels 
than in mobile. For example, if debugging is left enabled 
on a web-based application, it is possible for a system 
administrator to get user information. However, if debugging 
is left on in a mobile application, keys and other presumably 
secure information can be extracted by anybody with 
possession of the application. Both are considered security 
issues, but the leakage on the server end is limited to 
administrators and the leakage at the client end is exposed to 
anybody with the application. There is a difference in degree.

Securing mobile applications is important for both 
consumer and enterprise applications. However, a high degree 
of security is expected of all enterprise applications, whether 
mobile or otherwise, but mobile applications live in a more 
hostile, uncontrolled environment. This is particularly true 
for security-sensitive industries such as the health care and 
financial sectors. Embedding these practices into application 
development practices and drilling them into teams will help 
to avoid potential embarrassment to the business. 
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Feature

The current smartphone population is expected 
to be 1.75 billion in 2014,1 and people continue 
to line up at stores or preorder online for the 
latest launch of the newest personal devices. 
Mobile computing and the bring your own device 
(BYOD) trend are revolutionizing end-user 
computing in many organizations. People often 
choose to carry a single device that they can use 
for both professional and personal purposes, 
while company management realizes potential 
productivity gains and cost savings. 

Despite the numerous advantages, BYOD 
creates very serious risk, and because of that risk, 
BYOD is considered by some to stand for “bring 
your own disaster.” The key issues to address 
related to BYOD are: 
• User privacy risk
• Enterprise risk
• Legal issues
• Proactive measures for user privacy 
• Assurance programs for the enterprise 

USER PRIVACY RISK
While no one would deny the need to ensure 
enterprise security in the BYOD era, in many 
cases, it comes at the expense of user  
(e.g., employees, contractors) privacy. Users  
are becoming more concerned with what this 
means for their own personal privacy. 

Users carry their personal devices with them 
wherever they go. For some, using personal 
devices for work is a convenience that helps 
them multitask; however, others find that their 
personal and professional work lives blend more 
than they would like.

A Harris Interactive survey sponsored 
by Fiberlink found that nearly 82 percent of 
employees are concerned about employers 
viewing private information on their personal 
device.2 Users have reason to be concerned about 
their personal privacy. Figure 1 describes some of 
those privacy concerns.

BYOD policies may or may not indicate 
when or how often the employer will actually 
do any of these things. They may also include 
vague language that can leave a user unsure of 
the circumstances under which the employer 
will access the personal device and what added 
responsibilities might be taken on by the user.

In legal cases involving the enterprise and that 
require litigation, users’ personal devices can be 
ordered to be submitted as evidence even though 
the case involves an enterprise issue. Agreeing to 
a BYOD policy may reduce a user’s reasonable 
expectation of privacy under the Fourth 
Amendment to the US Constitution, for example. 
That is, agreeing to an employer’s BYOD policy 
may affect the extent to which the Fourth 
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Figure 1—User BYOD Privacy Concerns

 

Source:  Ashwin Chaudhary. Reprinted with permission.
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Amendment protects a user from law enforcement searches 
and seizures of the device. With this amendment, protections 
apply only when an individual has a reasonable expectation of 
privacy in the place (in this case, the device) being searched. 
However, when a user agrees to a BYOD policy permitting 
an employer to access his/her device, he/she could lose the 
expectation of privacy.3

ENTERPRISE RISK
BYOD combines two things that were previously kept 
separate—personal life and professional work. IT departments 
need to maintain control over an organization’s data, so they 
create BYOD policies similar to those for organization-owned 
devices, giving the enterprise wide latitude to look at the 
device and how it is being used. 

Enterprises are mainly concerned with the confidentiality 
of the organization’s data on the user’s personal device 
and the removal of such data from user-owned devices 
upon termination of employment or loss of the device. To 
implement such controls, enterprises create BYOD policies 
and use mobile device management (MDM) tools.

LEGAL ISSUES
In the area of privacy, many countries have enacted laws. With 
regard to BYOD and privacy, laws are emerging as more users 
use a single mobile device for work and personal purposes. 
Which laws apply will depend on the nature of the employer’s 
business and what kind of data it collects, stores and uses. 
Some industries, such as health care and finance, are subject 
to more legal obligations than others. Protections may apply 
to a user’s privileged communications with his/her attorney. 
Legal, contractual obligations concerning data collection, 
retention, secure data destruction and terms of confidentiality 
agreements/obligations may also have privacy concerns. 

Violation of privacy laws can lead to civil and/or criminal 
penalties (figure 2).

Some laws, regulations and guidelines that pertain to 
privacy include: 
• The Federal Trade Commission (FTC) in the US enforces or 

administers privacy under, for example: 
–  US-EU Safe Harbor Framework
–  Children Online Privacy Protection Act (COPPA)
–  Section 5 of FTC Act for Consumer Protection

Figure 2—Privacy Violation and Penalties

 

Source:  Ashwin Chaudhary. Reprinted with permission. 
Based on:  Coyne, A.; “Build Privacy Into Your Systems or Risk Penalties:  
Pilgrim,” IT News for Australia Business, 29 April 2013.  American Medical 
Association, HIPAA Violations and Enforecement. Banks, T.; “Mobile Apps—
Privacy and Data Security,” Privacy and Data Security Law blog,  
29, January 2014.

–  Gramm-Leach-Bliley Act (GLBA) 
–  Fair Credit Reporting Act (FCRA)
–  Identity theft under the Fair and Accurate Credit 

Transactions Act (FACTA)
–  Telephone Consumer Protection Act (TCPA) 

• Health Information Portability and Accountability Act 
(HIPAA), USA

• EU Directive, European Union 
• Personal Information Protection and Electronic Documents 

Act (PIPEDA), Canada 
• Organisation for Economic Co-operation and Development 

(OECD) Guidelines 
• The Privacy Act 1988, Australia

In the recent past, the FTC pursued privacy violations 
against well-known names such as Google, Facebook and 
Twitter. Google was ordered to pay a US $22.5 million  
civil penalty.

PROACTIVE MEASURES FOR USER PRIVACY 
Users should think carefully about whether to use a personal 
device for professional work purposes. They should read their 
employer’s BYOD policies thoroughly. These policies often use 
legal and technical jargon that may be difficult to understand. 

The following are some of the recommended proactive 
measures to reduce user privacy risk:
• Speak with an attorney, clarify their concerns with the 

human resources (HR) and IT departments, and consider 
whether any potential privacy compromises are worth taking 
on in order to use a personal device at work.

In 2014, Australia made changes to its Privacy Act that 
can lead to civil penalties up to US $1.7 million for companies.

Canada and other countries are also reforming privacy 
provisions.

In US, for HIPAA privacy, the criminal provisions can lead 
to penalties up to US $250,000 and imprisonment of up 
to 10 years.
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• Consider not participating in BYOD, as it is the best way to 
keep the private information on a personal device private, 
although it may be less convenient. 

• Evaluate if it is feasible to have two separate personal 
devices—one for work purposes and one for personal use. 
Separating personal activity from professional activity 
on individual devices significantly limits the personal 
information available to the employer. 

• Consider that smartphones may be sandboxed using 
multilevel security for partitioning applications or 
virtualization technology to separate the operating 
systems along with the applications. Some mobile device 
manufacturers are in the process of developing Dual OS4 
smartphones that run two distinct operating systems—one 
is the consumer’s personal phone, and the other is his/her 
work phone. 

• Be conscious of privacy settings, information stored on 
the device and applications (apps) used. Personal device 
users should familiarize themselves with any settings that 
impact privacy or security. These include (but are not 
limited to) Bluetooth sharing, automatically connecting 
to Wi-Fi networks, location-based services and available 
security settings. Also, consider restricting others from 
using the device and password-protecting certain apps or 
functionalities on the device. 

• Back up important personal data (e.g., photos, videos, 
music) stored on devices, as data may be lost if the company 
has the ability to remotely wipe data from the device. This 
addresses only the availability issue, not the privacy issue. 
Periodically deleting data from the device and transferring 
them somewhere more private may address the privacy 
issue to some extent. Storing some data safely and regularly 
online rather than on the device may also help.

ASSURANCE PROGRAMS FOR THE ENTERPRISE 
As the privacy issues for BYOD seem to be enduring with 
regard to users, many organizations have yet to adopt a full-
fledged BYOD program. Privacy audit and assurance programs 
for BYOD can help organizations to mitigate risk. Such 
programs need to address user privacy assurance as much 
as enterprise security; otherwise, users will sidestep security 
measures or reject compliance with the BYOD program.

BYOD Audit/Assurance Program
ISACA’s BYOD Audit/Assurance Program5 is a tool and 
template to be used as a road map for the completion of a 

specific assurance process. The BYOD program focuses on 
risk management, managing device configuration and security, 
human resources, and training users. Figure 3 lists the 
primary issues of BYOD.

 

Figure 3—BYOD Primary Security and Control Issues

 

Source:  Ashwin Chaudhary. Reprinted with permission. 
Based on:  ISACA, BYOD Audit/Assurance Program, ISACA, 2012,  
www.isaca.org/auditprogram
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(CICA). The TSP principles have been updated in April 2014. A 
few key points to note about the SOC reports:
• SOC 2 is an attest engagement, in which a practitioner 

is engaged to issue an examination of an assertion about 
subject matter that is the responsibility of another party  
(the organization to be reported on, for example, for 
outsourced services). 

• SOC 2 may be applied selectively for BYOD, specifically 
covering privacy in the scope of the engagement. GAPP can 
also be applied for the whole organization or selectively for 
the organization’s web site, covering online collection of 
personally identifiable information (PII). 

• A SOC 3 engagement is similar to a SOC 2 engagement 
in that the practitioner reports on whether an entity (any 
entity, not necessarily a service organization) has maintained 
effective controls over its system with respect to security, 
availability, processing integrity, confidentiality or privacy.

• Based on the same GAPP, a SysTrust/WebTrust assessment 
can be conducted and organizations can affix the seal issued 
by CICA. 

• The AICPA’s AT 601 compliance attestation standard 
allows a Certified Public Accountant (CPA) to attest to an 
entity’s compliance with requirements of a specified law. 
Organizations may be able to have their privacy controls 
examined for regulations such as HIPAA and GLBA.
Currently, SOC 2 Type II can provide a more reasonable 

assurance for privacy, as noted in figure 4. 

CONCLUSION
BYOD assurance programs for privacy need to be part of the 
organization’s overall audit/assurance plans. 

For organizations that have embraced BYOD, privacy laws 
and risk need to be taken into consideration when developing 
BYOD policies and implementing the related controls. 

Assurance frameworks provided by ISACA and AICPA’s 
SOC 2/SOC 3 may be proactively used to address privacy.

With data moving into the cloud, a more versatile 
approach to integrating information security audits with 
privacy audits may be the need of the hour. AICPA and CICA 
have jointly developed a Privacy Maturity Model8 to help 
organizations ascertain a level of maturity for privacy. With 
more stringent regulations and enforcement, privacy issues 
may draw more focus for organizations in the future.

Figure 4—SOC 2 Key Points

 

Source:  Ashwin Chaudhary. Reprinted with permission.
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Feature

The discussion around bring your own device 
(BYOD) policies is often focused on topics such 
as the opportunity, risk and security implications 
of using personal devices and user apps in the 
business context. But sometimes, as in health 
care, the concern is not how to protect your 
company from being damaged by unsafe personal 
devices, but how to protect personal, life-saving 
medical equipment from being attacked through 
use of infected devices and the organization’s 
network and infrastructure as a bridgehead.

ADVERSE EVENTS AND NEAR MISSES
The traditional approach to health care 
technology divides the world into certified 
medical devices and nonmedical devices. In 
Europe, medical devices have a 
CE mark, which signifies that 
the product conforms with all 
European Community directives 
that apply to it; in the US, there 
is a Federal Communications 
Commission (FCC) Declaration 
of Conformity. Unfortunately, 
there is a dangerous blurring 
as boundaries are pushed 
and evidence is beginning to 
show that implantable and 
nonimplantable medical devices 
pose new and upsetting security challenges. This 
has interesting implications on BYOD policies as 
well, especially in health care.

It is necessary to stress that so far there is no 
evidence of cyberattacks on implantable medical 
devices in the wild, but it has been demonstrated 
that many implantable devices can be attacked. 
Probably the most famous proof is the case of 
Jay Radcliffe, a diabetic 34-year-old computer 
network security expert, who proved that his 
insulin pump could be hacked.1 Another expert, 
Barnaby Jack, claimed that he could hack a 
pacemaker from 50 feet away, causing it to 
deliver a lethal 830-volt shock. Obviously, he did 
not demonstrate his claim, but it is true that even 

former US Vice President Dick Cheney revealed 
that he had his pacemaker’s wireless utility 
disabled as a preemptive security measure.2

Recently, the US Federal Drug Administration 
(FDA) issued a communiqué stating that it is not 
aware of any patient injuries or deaths associated 
with cybersecurity vulnerabilities. On the other 
hand, the FDA admits in the same document that 
incidents could directly impact medical devices 
or hospital network operations, through malware 
on hospital computers, smartphones and tablets, 
which could be used via wireless technology 
to access patient data, monitoring systems and 
implanted patient devices as well.3

The notion is not new. In the 1980s, a bug in 
the software of one type of radiotherapy machine 

in a US hospital caused massive 
overdoses of radiation to be 
delivered to several patients, 
killing at least five of them.4 
Indeed, an interesting perspective 
on implantable cardioverter 
defibrillators (ICDs) is discussed 
in an article by Kevin Fu, in 
which he and his coauthors 
explain how a device built to 
administer an electrical shock to 
restore a normal heart rhythm 
can be hacked to read data, 

modify settings or discharge its battery via a denial-
of-service (DoS) attack.5 It should be noted that 
the ICD used by Fu and his colleagues worked at 
175 KHz, thus allowing a maximum distance of a 
few centimeters for programming it. New devices 
operate in the 402-405 MHz medical implant 
communications (MICS) band, designed for longer-
range communication.

Some producers are already developing 
apps to monitor medical devices.6 In another 
interesting case, a physician at Boca Raton 
Regional Hospital (Florida, USA) created an 
innovative new iPad-driven method, called a 
remote-K-viewer, for adjusting and managing 
patients’ pacemakers. The system requires two-way  
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communication between the physician on an iPad and another 
clinician on a mobile computer cart at the patient’s bedside. 
The physician logs into the system through the iPad and can 
see the patient’s pacemaker readings on the screen. Talking 
with the second clinician, the physician walks him through the 
process of reprogramming the patient’s implanted device.7 Even 
without a direct connection between the physician’s tablet and 
the pacemaker, it is not difficult to understand how hacking 
the physician’s mobile phone could result in incorrect readings 
and, therefore, errors when instructing the clinician who is 
adjusting the pacemaker. 

Moreover, in the last year the concept of “personal device” 
has been extended to a multitude of sensors and devices 
as in the concept of a body area network (BAN). Hence, 
implementing a BYOD policy in a health care setting may 
result in a multidevice ecosystem comprising a crowd of 
sensors, smartphones, implantable devices, imaging and 
diagnostic equipment, workstations, and much more. While 
no one may be planning to directly connect a pacemaker to 
a hospital network or to the Internet, “indirect” connections 
are possible via the devices used to program the pacemaker 
(programming station); they could be connected and, 
therefore, are violable. Even if the programming station is 
not connected to the network, the reading device (whether 
an iPad or a home care monitoring station) is, in many cases, 
connected, and a manipulation of the reading could have a 
dangerous effect on the patient’s health. 

Moreover, here the legacy is really a burden; pacemakers, 
for example, can last for more than 10 years. So, one must 
consider that a device implanted in 2008 was probably 
not designed with the security focus of today’s devices. 
Furthermore, a pacemaker implanted today will confront 
itself with the security threats of 2024. And, the pace of 
development in the biomedical engineering field is almost 
exponential, as shown in many articles.8, 9, 10, 11, 12

From the organizational point of view, one example is to 
consider how security on medical devices is distributed between 

IT professionals and clinical engineers. IT professionals usually 
focus on Radiology Information System—Picture Archiving 
and Communication System (RIS-PACS) and overlook devices 
such as imaging scanners, which can contain hidden, security 
risk. For example, some imaging devices may not be able 
to run antivirus software, while others can contain hidden 
electronically protected health information and are vulnerable 
to infection from a variety of methods. The imaging devices 
connected to hospital networks can be infected by viruses in a 
number of ways, including through the network, an access point 
left by manufacturers that is being exploited, or a cell phone 
connected to the device for charging. On the other hand, clinical 
engineers are great at managing the mechanical aspects of 
medical device issues, but are less comfortable with software.13  

A further consideration:  personal and mobile devices will 
increasingly become the attack vector of choice.14

COUNTERMEASURES
The vast majority of hospitals are using different and layered 
security methods and procedures to protect themselves 

and their patients from risk. 
They use active and passive 
security tools; virtual local 
area networks (V-LANs) are 
a common way to protect 
subnetworks (subnets) 
dedicated to medical devices. 
Often, implantable devices’ 
programming stations are 
stand-alone or are confined in 

protected V-LANs, as with other medical devices. Still, the 
vulnerabilities are enormous. 

Another way to mitigate the risk of unclear responsibilities 
between IT and clinical engineering is to review the 
organizational structure supervising health care technology 
(IT and medical devices) and/or bridge/link IT and  
clinical engineering.15

But, the key point is more about governance (which 
includes risk and security management, of course) than any 
other aspect. Thus, it needs to be stressed that a framework 
on governance of enterprise IT (GEIT) is absolutely essential 
to correctly evaluate the risk and opportunities and to assign 
responsibilities, as explained in the International Organization 
for Standardization’s ISO 38500 standard.16
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Before proceeding with BYOD, a basic check of certain 
principles is needed. Figure 1 presents three questions—
each one with a link to the ISO 38500 principles and an 
explanation of possible peculiarities to be considered in health 
care (and possibly in all high-risk contexts).

CONCLUSIONS
Prudence is the virtue here. The hard fact is:  Everything is 
moving rapidly and it is not known what the world will be 
like in even the next three to five years. Technologists and 
futurists are coming up with interesting scenarios, but none of 
them are reassuring. According to Gartner, the nexus of forces 
(social, cloud, information, mobile) will drive society into 
one of four scenarios:  coalition rule, neighborhood watch, 
controlling parent or regulated risk.17 The input variables for 
the scenarios are important (from tribal to monolithic control 
authority, for example, and from enterprise to individual 
targets), but totally unclear up to now. In the Project 
2020 report, the International Cyber Security Protection 
Alliance (ICSPA) depicts a future scenario including the 
rise of different levels of security in the web and a secure web 
coexisting with a general-purpose web.18 Other authors envision 
a “technology singularity” triggered by a number of inventions 
and accelerated by the increasing connections and increasing 
number of users and devices on the Internet.19 The fact is that 
it is not possible to predict future scenarios and the variability 
among different hypotheses is extreme. This must be taken into 
account in deciding present strategies and tactics.

The decision about BYOD is not a purely technical decision, 
but a governance decision (both IT and enterprise). An 
“absolutely no BYOD” strategy is tough, but is probably the 
safest choice if the answers to the three questions in figure 1 are 

negative. A pragmatic BYOD strategy may be better than simply 
letting users come out with their personal workarounds.20 The 
use of encryption, patch management and antivirus software 
could mitigate risk. On the other hand, a BYOD implementation 
without a careful evaluation of risk, resources and culture is 
probably the worst and the most dangerous option.
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Feature

Fraud is inherent to many businesses, but 
unfortunately, it is ignored to some degree, 
historically either because the occurrence is rare 
or organizations do not know how to manage it 
systematically and deal with fraud only as it is 
detected. However, fraud is an undeniable reality 
and has recently become more pervasive and 
persistent as a result of the downturn in  
the economy. 

Recent economic downturns have had a 
prolonged and significant global impact, as 
individuals and businesses seek new ways to 
make ends meet and remain profitable. Desperate 
times lead to desperate acts, which sometimes 
lead to fraud. 

Technology has been a double-edged sword. 
The technological advancements that make 
it easy for people with legitimate purposes to 
engage businesses and governmental agencies 
also provide a mechanism for those bent on theft. 
The access to services and information customers 
demand have opened the flood gates through 
which disgruntled or unethical employees and 
criminals enter to commit fraud. Criminals 
are also exploiting the inadequacies of first 
generation fraud management policies or, in some 
instances, the overall lack thereof. 

The Association of Certified Fraud Examiners 
(ACFE) has estimated that about 70 percent of all  
companies around the world experienced some  
type of fraud in 2013, with total global losses due 
to fraud exceeding US $4 trillion annually and 
expected to rise continually.1 Organizations have 
incurred, on average, the loss of an estimated  
7 percent of their annual revenues to fraud, with 
US $994 billion in the US alone. ACFE has also 
noted that the frauds reported lasted a median 
length of 18 months before being detected. In 
addition to the direct impact of revenue loss, 
fraud erodes customer satisfaction and drains 
investments that could have been directed to 
corporate innovation and growth. Organizations 
entrusted with personally identifiable information 
(PII) are also held accountable in the eyes of the 

public for any breach. Surveys have shown that 
about one-third of fraud victims avoid merchants 
they blame for their victimization.2 

Organizations in the private and public sectors 
are recognizing the upwardly spiraling trending 
of fraud facilitated by computer technology 
and have implemented homegrown and/or 
commercial off-the-shelf solutions to mitigate 
or eliminate fraud. However, these technology 
solutions are generally focused on the specific 
needs of individual business units based on what 
they know. These solutions are not predictive 
and provide no insight for the unknown. They 
are more likely to miss fraudulent activities 
and are not transparent to stakeholders of the 
organization. With the publication of Donald 
Rumsfeld’s book Known and Unknown:  A 
Memoir, a phrase has become prevalent:  “You 
don’t know what you don’t know.”3 This phrase 
has somehow become an acceptable excuse 
for whatever quandary in which individuals 
or organizations find themselves. While this 
expression is indeed true (if not banal), it should 
not be considered an acceptable excuse, but 
rather a call to action. 

Criminals are becoming more sophisticated, 
and the fraud they perpetrate is increasingly 
complex. In response, the requirements for fraud 
risk management have significantly changed. 
Fraud risk management is not a by-product but a 
purposeful act intended to mitigate or eliminate 
an organizations’ exposure to fraud. Fraud risk 
management is no longer a “once and done” 
activity, but a program. As with all effective 
processes, it must be done by design. To counter 
fraud, an organization must first understand its 
unique situation and the risk to which it may 
be exposed. This cannot be accomplished in 
a vacuum or through divination, but through 
structured analysis of an organization’s 
current state. Organizations must establish an 
appropriate enterprise fraud risk management 
framework aligned with the organization’s 
strategic objectives, supported by a well-planned 
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road map leading the organization to its properly defined 
target state. Performing adequate analysis of the current state, 
knowing the organization’s goals by determining a proper 
target state, establishing an enterprise fraud risk management 
framework and implementing critical success factors to get to 
that state can help organizations effectively manage fraud risk. 

KNOW WHERE THE ORGANIZATION IS
The goal of current-state analysis and assessment is to 
understand the overall fraud capability and health of the 
organization. The current-state analysis should cover the 
entire spectrum for the life cycle of fraud prevention—from 
awareness, understanding, adoption, implementation, 
operations, and enforcement of fraud-relevant policy and 
procedures, to fraud data analysis, investigation, process 
improvement and reporting, and development of fraud 
countermeasures. These countermeasures include the 
organization’s fraud strategy, regulatory and business 
requirements, current business processes, organizational 
model, biggest areas of risk for fraud and exposure, most 
common fraud schemes and how they are currently managed, 
and existing fraud program and practices. 

An effective current-state analysis provides a solid and fair 
representation of the current-state fraud risk management, 
sufficient to identify areas for improvement and development 
of sound recommendations. While the current-state analysis 
is not intended to establish grounds for reportable conditions 
under any regulations or considered an attestation or 
assurance report on the effectiveness of the enterprise fraud 
risk management process, it does provide information for 
management’s use and allows consideration of the fraud risk 
program and process improvements. For example, the ACFE 
fraud prevention check-up tool is a simple, yet powerful 
tool for the current-state assessment, examining multiple 
categories, including fraud risk oversight, risk ownership, risk 
tolerance and risk management policy, entity-level antifraud 
controls, process-level antifraud controls/reengineering, and 
proactive fraud detection. Organizations can quickly obtain 
a high-level overview of the fraud prevention posture and 
the identification of particular areas for improvement in the 
organization’s fraud prevention programs, processes  
and governance. 

The IBM fraud capability maturity model is a balanced 
assessment approach across the critical domains of the 

enterprise fraud risk management program and processes.  
It allows organizations to dive into their specific capabilities 
and further evaluate and determine their current state of fraud 
prevention as compared to industry best practices. Figure 1 
provides the structure of the IBM fraud capability maturity 
model with three key interconnected domains:  process, 
organization and governance, and technology. 

 

Figure 1—The IBM Fraud Capability Maturity Model

Source:  © 2014 IBM Corp. Reprinted with permission.

The process domain for the fraud capability maturity 
model includes five components covering the fraud process 
life cycle:  policy and control, detection and prevention, 
investigation, reporting and performance, and discovery (data 
and analytics). It addresses policies and approvals/delegation 
of authority aspects that align with the process, and it covers 
how various functions interact, how work is executed and 
where handoffs occur. The process domain also outlines the 
practices to capture, store, share and govern the relevant data, 
as well as the methods to analyze this information to support 
proactive and reactive actions. It also includes key metrics  
and measurement processes to ensure an effective  
operating model. 

The organization and governance domain includes 
the organizational structure, roles and responsibilities of 
organizations, communication and collaboration among 
organizational components, the sourcing of activities (external 
vs. internal), and the mechanism by which implementation 
and changes will be addressed. It also addresses human 
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factors, behaviors and required skills, the expected resources 
and their allocation, and change implications. 

The technology domain includes the services, applications/
tools and infrastructure support. It addresses the 
implementation of changes and/or replacement of applications 
targeted to support authentication and authorization, 
transaction monitoring, automation of the fraud detection 
and prevention process, and performance of fraud operations 
and functions. It should be noted that technology is a key 
ingredient of, but not the sole solution for, a comprehensive 
fraud detection and prevention program. If organization 
and governance is combined with incorrect processes, any 
technological advancement will be merely a stopgap measure.

There are five maturity levels defined in the fraud 
capability maturity model, along with the analysis and 
assessment criteria for the process, organization and 
governance, and technology domains, respectively. The 
current-state analysis is performed based on if, and how 
well, specific capabilities for each level have been achieved. 
Hence, the results indicate the organization’s current fraud 
risk management health and capabilities. The resulting 
fraud risk posture is then used to support the development 
of improvement opportunities and the road map. Figure 2 
illustrates the high-level descriptions of these maturity levels 
and their associated capabilities. The fraud capability maturity 
levels can be rated as fully achieved, largely achieved, partially 
achieved or not achieved.

Properly implemented, this fraud capability maturity model 
provides a complete and effective management evaluation of 

an organization’s current fraud health and capabilities, quickly 
identifies the organization’s vulnerability to fraud, and helps 
pinpoint improvement opportunities to fix them.

KNOW WHERE THE ORGANIZATION WANTS TO BE
Fraud detection and prevention, risk management, and  
security all play critical roles in protecting today’s 
organizations. A counterfraud program, therefore, requires 
an enterprise perspective and defense-in-depth protection to 
prevent fraud from entering the business process and mitigate 
fraud that manages to break through. Smart organizations 
should never treat fraud risk management as a point solution, 
a step in the process or a score. Fraud prevention starts before 
intake. Fraud should be viewed as preventable, predictable 
and provable, and it should be managed pervasively 
throughout the process life cycle. Business process silos 
and disorganized organizational efforts have proven time 
and again to incur significantly more costs with decreased 

 Figure 2—The IBM Fraud Capability Maturity Model

Aware
(immature/inactive)

An organization with few of the required capabilities, enabled generally through manual processes with little 
automation—the “immature” organization in a given capability

Developing
(basic)

An organization with a rudimentary and loosely woven set of capabilities in place—the “basic operational” organization in a 
given capability. Processes, information and technology are underdeveloped and lack integration across touch points.

Practicing
(industry competitive)

An organization with basic capabilities that are consistent with industry norms implemented—the “industry-
competitive” organization in a given capability. Capabilities have been deployed with business results in key touch 
points, but not all.

Optimizing
(industry best practice)

An organization with not only developed functional capabilities, but also actively integrated functions within an  
enterprise operating model—the “leading practice” organization in a given capability. A high degree of cross-functional 
integration exists.

Leading
(cross-industry/leading 
practice)

An organization that has differentiated itself based upon its capabilities and simultaneously redefined those 
capabilities—the “state-of-the-art” organization in a given capability. Systems are fully integrated.

Source:  © 2014 IBM Corp. Reprinted with permission.
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Figure 3—The IBM Viewpoint of Enterprise Fraud Risk Management Framework

Source:  © 2014 IBM Corp. Reprinted with permission.

efficiency, as well as prevent efforts to effectively and 
intelligently detect and prevent fraud patterns across  
the enterprise. 

Organizations can become hard targets for both organized 
and opportunistic fraudsters. Banks get robbed frequently, 
but US Army post Fort Knox never does. Organizations 
should establish and implement an organizationwide fraud 
risk management framework that integrates counterfraud 
capabilities—through organization and governance, fraud 
prevention, and detection enabled by technology—to share 
a common language for understanding, managing, and 
expressing fraud risk, both internally and externally. Such 
an enterprise framework helps align policy, business and 
security, and provides guidance to technological approaches 
to consistently and effectively manage fraud risk through 
standard and consistent management processes and practices. 

Figure 3 illustrates an enterprise fraud risk management 
framework that spans the enterprise security program, 
business process, application policy, procedures and controls, 
and counter- and defeat-fraud capabilities.

Fraud risk management is a top-down and bottom-up 
process. It is critical for organizations to establish and 
implement the right policies, process and technology, and for 
the components within the organization to diligently enforce 
these policies and processes collaboratively and consistently, 
to effectively fight fraud across organizations. The enterprise 
principles, culture and ethics provide the practical guidance 
for the desired organizational behavior for governance and 
day-to-day management. It includes affirmative activities to 
set the right tone at the top with well-established principles, 
a code of conduct and oversight that pushes the antifraud 
culture throughout the organization. This attitude effects 
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enterprise policies, training, communication, and management 
programs and activities, and with strengthened controls, 
makes fraud harder to perpetrate. When fraud is detected, it is 
identified and dealt with efficiently and effectively. 

The enterprise security program in the framework, 
including cybersecurity and IT security, provides general 
security countermeasures at the perimeters of the enterprise—
an outer ring of protection. The enterprise security acts as 
a service to the business in countering fraud. It includes 
activities to handle breaches and cyberthreats, identity and 
credential management, authentication and authorization, 
activity surveillance, security information and event 
management, security incident response management, data loss 
prevention, malware and antivirus programs, intrusion detection 
and intrusion prevention programs, and others. 

The business process and application and policy procedures 
controls are an inner layer in the framework that provides 

controls of what is and what is not allowed. These controls 
include decision-making controls, process and application-
specific controls, change management process, configuration 
management, access controls, and appropriate monitoring 
and auditing controls. These controls secure the enterprise 
perimeters and provide preventive protection from fraud. 
Appropriate enterprise oversight and governance of these 
processes and controls are essential for effective implementation 
and execution of the fraud risk management framework. 
Without the proper governance and oversight suitable for the 
organization, the enterprise framework could readily become 
an exercise on paper and have little material effect on the 
organization’s collaborative counterfraud program. 

At the core of the enterprise fraud risk management 
framework are the counter- and defeat-fraud capabilities. 
These capabilities include intelligent front-office and back-
office functions and capabilities to disrupt fraudulent 

Figure 4—The IBM Viewpoint of Critical Counterfraud Capabilities

Source:  © 2014 IBM Corp. Reprinted with permission.
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operational activities and use of advanced analytics to 
discover the potential fraud through the process life cycle—
detect, respond, discover and investigate frauds. Figure 4 
provides one viewpoint of four critical and fundamental 
capabilities at the core of the counterfraud program:  detect, 
discover, respond and investigate.  

Detect is a process of finding fraud within a business 
process. It evaluates if a transaction is potentially fraudulent 
in a relevant time frame by applying models and rules to 
determine the propensity for fraud. Discover is a process of 
finding fraud with data through analytic discovery capabilities. 
It retrospectively reviews historical data and identifies 
anomalies and patterns that could be indicative of the 
potential fraud. Detect and discover often go hand in hand. 
Detect is inline and operational while processes are taking 
place, while discover is back office and analytical. Detect 
is a real-time (or near real-time), machine-based and one-
to-many operation (i.e., one rule or model applies to many 
transactions). It applies the analytics, predictive models,  

rules and everything the organization has learned historically 
to the business processes. Discovery is a retrospective,  
batch-oriented, human-intensive and many-to-one analytical 
process (i.e., many data points lead to one rule or pattern) 
in which big data and advanced analytics play a significant 
enablement role. 

Respond is taking appropriate actions in real time to either 
stop or discourage the fraudster once fraud has been detected, 
e.g., not allowing fraudsters or suspects to register or question 
them at the time of registration before they get into the 
systems. Respond is essentially defeating or disrupting the 
fraud act when it has been identified. 

Investigate provides back-office, analytic capability. It 
confirms and documents the fraud or suspicious schemes 
that the organization has discovered in order to build a 
case for prosecution and recovery. The investigative process 
provides feedback to develop or update rules, watch lists and 
patterns. It considers all relevant, supporting information the 
organization has gained through the process, data learned 

Figure 5—The Enterprise Fraud Risk Management Process

Source:  © 2014 IBM Corp. Reprinted with permission.
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through relationships, and data obtained or enriched from 
third-party sources to support documenting the build-out 
of the cases. Investigate is essentially confirming the fraud, 
understanding and working the case. 

The enterprise fraud risk management framework requires 
a standard enterprise management process for consistent and 
effective implementation. Figure 5 provides an enterprise 
fraud risk management process that integrates enterprise 
security, business policy, procedure controls and fraud 
management that spans the entire life cycle, incorporating the 
concepts of preventing, detecting, responding, investigating, 
reporting and discovering. Organizations should review 
and tailor this management process for their environments 
based on corporate business strategy and requirements. The 
enterprise fraud risk management framework also requires 
a consistent communication and reporting process, which 
should effectively communicate—internally and externally—
the organization’s heightened security measures and enhanced 
capacity of fraud detection, as well as the civil and criminal 
penalties of fraud.  

The fraud risk management process clearly indicates that 
no single layer of fraud prevention and risk management 
is enough to detect, deter and prevent fraud and to keep 
determined fraudsters out of enterprise systems. For example, 
no authentication measure on its own is sufficient to counter 
fraud. Effective fraud risk management requires organizations 
to employ a multilayered fraud-prevention approach to defend 
against today’s attacks and those that have yet to appear. 

Technology is not the driver of enterprise fraud risk 
management, but the enabler of the enterprise fraud risk 
management strategy and road map to multilayered defense 
in depth and the organization’s target state. Organizations 
have implemented technology solutions over time through 
the increasingly matured system life cycle methodology. 
Unfortunately, technology solutions are implemented for 
fraud risk management in many organizations with a focus 
on specific lines of business and implemented in silos. The 
data to support these systems and provide insight to fraud 
are scattered and isolated as well. These point solutions 
are usually scattered across the enterprise with little or no 
integration. Without proper enterprise planning, coordination 
and governance, these niche fraud solutions and systems 
in silos create gaps between fraud intelligence units. 
Disconnected systems are more likely to miss fraudulent 
activity, drive up IT costs and resources, make it difficult to 
support transparency and compliance reporting, and prolong 

the cycle to take action against fraudulent intelligence. It is 
essential to integrate technology planning, architecture and 
solutions into the enterprise risk management framework, 
and manage technology and data as an integral part of the 
risk management process though continual enterprisewide 
planning, collaboration, coordination and execution. 

With a properly developed current-state analysis, a clear 
vision of the organization’s fraud posture can be presented 
to the corporate fraud risk owners and key stakeholders 
in order to formulate a proper target state and associated 
road map. The proper planning and commitment at the 
highest organization level, along with full cooperation and 
collaboration across components, is critical to reaching 
the planned target state. The organization must, of course, 
take a risk-based approach to address higher-risk areas and 
processes immediately while planning for future fraud risk 
management enhancements.  

Countering fraud is an ongoing and continually evolving 
process, and the journey to the target state is a balancing 
act of enhancing the process, organization and governance, 
and technological capabilities. Becoming the leading practice 
across public and private sectors with real-time processing 

and full integration 
and governance of 
enterprise process and 
information should 
be the organization’s 
ultimate target state. 
However, creating a 
holistic, integrated fraud 

risk environment takes time. Considering the organization’s 
current fraud risk management practices, the strategic goals 
and missions, fraud environments, organizational readiness, 
and feasibility to implement, the organization must progress 
incrementally from its current state. The first step is to move 
purposely in developing basic counterfraud capabilities, 
then to move toward more integrated, industry-competitive 
counterfraud capabilities, followed by continual progression 
to the higher maturity level. This will require the organization 
to establish a fraud risk framework and operating model 
and employ a risk-based approach to continually review and 
systematically mitigate the highest fraud risk exposures in the 
most critical processes and applications. Advancing to the 
next level from the current state is usually a reasonable and 
realistic next step for the organization, even if it might appear 
to be a Herculean effort. An appropriate road map will aid the 
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organization in maturing its enterprise fraud risk management 
by finding the optimal balance between minimizing fraud 
losses, doing more with less, providing high-quality customer 
experience and ensuring customer satisfaction while 
minimizing the impact on good business practices.

It should be emphasized that the target state often is a 
moving target as the fraud landscape is quickly changing and 
advancements are constantly being made. Fraud detection 
and prevention requires an ongoing program for continuous 
improvement. While the road map requires management 
commitment, thoughtful planning and effective execution, it 
is evident that not every component of the road map needs to 
be dealt with equally. A risk-based approach is recommended 
to prioritize the road map components based on the impact 
to the business process and in line with the organization’s 
strategic objectives and fraud risk management goals. 

KNOW HOW TO GET THERE
Fraud risk management is a top-down and bottom-up process. 
It is critical for an organization to establish and implement the 
right policies, processes, technology and components within 
the organization and diligently enforce these policies and 
processes collaboratively and consistently to effectively fight 
fraud across the organization. To effectively and efficiently 

counter fraud at the enterprise 
level, organizations should 
develop an integrated and holistic 
counterfraud program that enables 
enterprisewide information 
sharing and collaboration to 
prevent first, detect early, respond 
effectively, monitor continuously 
and learn constantly. Counterfraud 

experiences in public sectors and commercial industries have 
noted a few critical factors to the successful implementation 
of enterprisewide fraud risk management in the modern era of 
advanced technology and big data. 

Critical Success Factor 1:  Fraud Risk Management by Design
Organizations have increasingly acknowledged the emerging 
fraud trend and the urgency to manage fraud risk. As a result, 
organizations have implemented management processes and 
solutions accordingly. However, it is not uncommon that 
organizations find themselves lacking an effective enterprise 
fraud risk management program, sufficient governance 
and management framework, and consistent management 

processes and practices. Their fraud risk mitigation efforts 
tend to be poorly coordinated and reactionary. The fraud risk 
management capabilities and technology solutions in place 
are generally implemented in silos and disconnected across 
the organization. In essence, fraud risk management is by no 
means a one-time activity but a program that must be well 
designed with the following key components:  
• Rigorous risk assessment process—An organization 

must have an effective fraud risk assessment process to 
systematically identify significant fraud risk and determine 
its exposure to such risk. The assessment may be integrated 
with an overall risk assessment or performed as a  
stand-alone exercise, but it should, at a minimum, 
include risk identification, risk likelihood and significance 
assessment, and risk response. A holistic fraud risk 
mitigation and implementation of compensating controls 
across the components is also necessary for cost-effective 
fraud management.

• Effective governance and clear organizational 
responsibility—Organizations must commit to an 
effective governance process that provides oversight of 
the fraud management process. There must be a central 
fraud risk management program with a clear charter and 
accountability that will provide direction and oversight for 
the counterfraud efforts. The fraud risk must be managed 
holistically with transparency and communication integrated 
across the organization. The fraud risk program owner must 
be at a level from which clear management guidelines with 
effective communication and reporting mechanisms can  
be implemented. 

• Integrated counterfraud framework and approach—An 
organizationwide counterfraud framework that covers the 
complete life cycle of fraud management—from enterprise 
security, authentication, business process, and application 
policy and procedure controls, to transaction monitoring 
and management—must be established. This must be a 
holistic counterfraud approach to continually enhance the 
consistency and efficacy of fraud management processes  
and practices. 

• Ecosystems of counterfraud capabilities—An organization 
needs an ecosystem of interconnected capabilities 
(not a point solution) through management planning, 
development, consolidation, communication and 
collaboration among components, and proper oversight 
and governance. The ecosystem will best leverage big 
data, will consider a broad set of attributes (e.g., identity, 
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relationships, behaviors, patterns, anomalies, visualization) 
across multiple processes and systems, will drive 
transparency across users, and will provide guidance and 
alerts that enable smart decisions across the organization.

Critical Success Factor 2:  Risk-based Approach
No organization gets to stand still while it is on the path 
to fraud risk management. Criminals are not going to give 
organizations a time-out to plug any holes and upgrade their 
arsenal of analytical tools. Organizations must continually 
take a risk-based approach to address areas and processes 
of highest risk exposures immediately, while planning for 
future fraud prevention enhancements. Countering fraud is 
an ongoing and continually evolving process, and the journey 
to the target state is a balancing act of enhancing the process, 
organization and governance, and technological capabilities, 
with their proper integration throughout the organization. 
Proper planning and commitment with full cooperation and 
collaboration across components is critical to reaching the 
planned target state.

Critical Success Factor 3:  Continual Organization 
Collaboration and Systemic Learning
Fraud detection and prevention is not merely an  
information-gathering exercise and technology adoption, but an 
entire life cycle with continuous feedback, learning, application 
and improvement. It requires the organization’s commitment to, 
and implementation of, continual systemic learning, application, 
coordination and collaboration, knowledge and data sharing, 
and communication. The organization also needs to continually 
align the enterprise counterfraud program with, and in support 
of, its strategic plan.

Critical Success Factor 4:  Big Data Technology  
and Advanced Analytics
Technological breakthroughs and capabilities grounded in big 
data and analytics can help prevent and counter fraudulent 
acts that impact the bottom line and threaten brand value and 
customer retention. Big data technology is able to ingest data 
from any source, regardless of structure, volume or velocity, 
and to harness, filter and sift through the oceans of data—
whether in motion or at rest—to find and relate the nuggets 
of information that really matter in detecting potential fraud. 
Big data provides the means to consolidate, normalize, detect 
and discover fraud, waste, abuse, financial crimes, improper 
payments, and more. Big data can also reduce complexity 

across lines of business, allow organizations to manage fraud 
pervasively across a claim’s life cycle, improve transparency 
with fraud intelligence sharing, increase productivity and 
create actionable intelligence to predict, detect, discover and 
manage fraud. However, organizations need to manage and 

maintain a balance between 
control and speed, moving 
quickly to explore and analyze 
big data, but also applying 
enough controls to avoid 
missteps with agile integration 
and governance. Therefore, a 
central information integration 

and governance function should be established to continually 
enhance data management capabilities; enforce standards and 
policies across the enterprise; and, most important, ensure the 
data completeness, veracity, integrity and availability. 

Advanced predictive analytics can mine data to identify 
suspicious patterns that will enable timely detection and 
prevention. Cybercriminals are constantly changing and 
complicating their tactics and attack vectors. Organizations 
cannot be simply responsive, but must anticipate emerging 
trends and potential attacks before they occur. As coined 
by Louis Pasteur, “Chance favors the prepared mind,” so 
the more attuned an organization is to its environment and 
analytics, the better chance it has to be in front of the problem 
and not reacting to it. The vast amount of data available to an 
organization today prevents individual minds from discerning 
the patterns and, therefore, the need for automated processes 
to point out what should be of concern. Analytics must 
identify suspicious and potentially fraudulent activities, but it 
must also be clever as it sorts through prodigious amounts of 
data quickly to find what matters.

CONCLUSION
Smart organizations manage their enterprise fraud risk 
management with a well-planned road map that consists of 
proper organization and governance, adequate analysis of 
current state to understand where they are, and a holistic and 
integrated framework with standard management processes 
to provide guidance and a methodology for its practices. They 
manage fraud risk as an integral part of their risk culture. 
They develop an ecosystem of interconnected counterfraud 
capabilities and integrate across systems and processes, 
enabled by a technology strategy and with formal enterprise-
level oversight and governance. These capabilities span across 
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the enterprise security, business and technology controls. 
Smart organizations implement advanced technologies 
that support various data sources, regardless of structure, 
volume or velocity, with proper integration across systems 
and processes and enterprise-level oversight. They leverage 
intelligent and predictive analytics, consider a broad set of 
attributes (e.g., identity, relationships, behaviors, patterns, 
anomalies, visualization) and exhibit smart tendencies (e.g., 
predict, detect, discover, manage, learn). They embrace and 
encourage organizational collaboration and continual systemic 
learning; constantly exercise governance of the enterprise 
fraud risk management practices; and provide guidance to 
improve smart decisions and actions, drive transparency 
across users and, ultimately, allow their capabilities to  
evolve continually. 
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Feature

“Leaders who successfully transform businesses 
do eight things right and they do them in the 
right order.”1

An information security manager engaged 
by an organisation that has yet to adopt an 
information security best practices or embrace 
an information security culture faces a different 
set of challenges from an information security 
manager at an organisation that has mature 
information security practices, i.e., a maturity 
level where processes are defined, managed, 
measurable and optimised. But when faced 
with an organisation where the maturity level of 
information security governance, programmes 
and activities is very low, i.e., nonexistent or 
ad hoc, the information security manager is 
expected to set up an efficient information 
security strategy, develop a programme and 
institutionalise an information security culture. 

The change and transformation approach 
the information security manager takes may 
determine the success or failure 
of such initiatives. Whatever 
approach or strategy is chosen 
will involve introducing and 
implementing some changes 
to processes, technology and 
employee culture. In short, the 
information security manager must 
lead change in information security  
within the organisation. 

Leading change means putting in place 
systematic processes aimed at transforming the 
information security management and practices 
within the organisation. 

CHANGE MANAGEMENT 
Change management is a set of processes 
employed to ensure that significant changes 
are implemented in a controlled and systematic 
manner.2 One of the goals of information security 
change management is the alignment of people 
and culture with the needs of information 
security best practices in the organisation, 

to overcome resistance to change in order to 
increase stakeholders’ involvement and the 
achievement of the organisation’s information 
security goal.

INFORMATION SECURITY RESPONSIBILITIES
The current Certified Information Security 
Manager® (CISM®) job practice requirements 
classify information security management 
responsibilities into four broad domains,3 each 
domain with a set of activities and knowledge 
statements. The information security manager’s 
immediate goal is the implementation of various 
tasks in the four domains within the shortest  
time possible:4

• Information security governance:  Establish 
and maintain an information security 
governance framework and supporting 
processes, and ensure that information security 
strategy is aligned with organisational goals 
and objectives, information risk is managed 

appropriately, and programme 
resources are  
managed responsibly.
• Information risk management 
and compliance:  Manage risk 
to an acceptable level to meet 
the business and compliance 
requirements of the organisation.
• Information security programme 

development and management:  Establish and 
manage the information security programme 
aligned to the information security strategy.

• Information security incident management:  
Plan, establish and manage the capability to 
detect, investigate, respond to and recover 
from information security incidents to minimise 
business impact.
To successfully implement the tasks of the 

four domains, the main challenge will be to 
lead change and transformation initiatives when 
introducing information security best practices 
and culture within an organisation. As a leader, 
a new information security manager will find 
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that change and transformation initiatives are messy and 
their success relies much more on soft skills than technical 
skills. According to John Kotter, change and transformation 
initiatives fail because they are not systematically structured.5 

Kotter has been observing the process of leading change 
and transformation for more than 30 years, and he believes 
that there are critical differences between change efforts that 
have been successful and change efforts that have failed. For 
any change and transformation to succeed, Kotter identifies 
eight critical steps, which he calls the Eight-stage Process for 
Creating Major Change.

Just like any other change and transformation initiative, 
introduction of information security principles and best 
practices in an organisation ought to be structured. Information 
security managers should consider the following eight steps 
when leading information security changes and transformation. 
These steps, adapted from Kotter’s eight steps to leading change, 
should be worked through in sequence. Skipping one or more 
steps to try and accelerate the process may cause problems.
1.  Establish a sense of urgency for information security. As the 

one leading change in information security, the information 
security manager needs to create a sense of urgency in the 
business. Motivate top management and business units by 
linking the benefits of information security with industry 
requirements and market trends, competition, and the need 
for compliance with regulatory requirements. Creating a 
sense of urgency is necessary to motivate key stakeholders 
and ensure that they put forward aggressive cooperation. A 
sense of urgency can be increased by giving presentations to 
all stakeholders and including references to judicial litigations 
involving information security incidents within the industry 
nationally and globally.

2.  Form a powerful guiding coalition. Information security 
management requires a stakeholder approach. The 
information security manager needs to identify the key 
stakeholders in the organisation whose responsibilities 
facilitate the information security manager’s duties or 
overlap with his/her responsibilities. Form a coalition 
team that will champion information security within the 
entire organisation, business units or branches. It may 
be necessary in situations where the information security 
manager does not sit at the executive table that this team 
is led by a top-level executive who has greater influence 
and authority at the executive level. The team should have 

enough energy and authority to lead information security 
change efforts. Encourage this group to work as a team and 
implement periodic brainstorming sessions.

3.  Create an information security vision and strategy. 
Information security managers need to create a vision and 
information security strategy to guide information security 
operations. Anchor the vision and strategy to the enterprise 
strategy and develop an information security programme to 
actualise the vision. 

4.  Communicate the information security vision and strategy. 
Communicate and share the vision and strategy with top 
executives and the employees of other business units. Use 
the coalition team created in step two to communicate the 
vision throughout the organisation. Use posters, intranet 
and a web site to educate employees on the strategy and 
how it fits with the overall business strategy. Make it a habit 
to have the information security vision precede any other 
content during PowerPoint presentations on matters of 
information security.

5.  Empower employees to act on the information security 
vision and strategy. Information security managers must 
empower all stakeholders to play their role and act on the 
information security vision. Identify and remove obstacles 
that may hinder adoption of information security by 
employees. Achieve this by revising IT policies, offering 
education and awareness training, and restructuring.

6.  Plan and create short-term quick wins for the information 
security strategy. Plan and create short-term quick wins to 
show stakeholders that, indeed, the vision is achievable. 
This will help them begin to feel the positive impact of 
making changes and keep them motivated. Identify those 
initiatives that can be implemented within the shortest time 
and require a small budget, but have a greater impact on 
business, and make them a priority.

7.  Consolidate information security improvements. Small 
improvements will be noticed at the initial stages. However, 
information security managers should not declare victory 
with the first few performance improvements and quick 
wins. Premature celebration of improvement may kill the 
momentum and demotivate the coalition team. Instead of 
celebrating short-term improvements, ensure that information 
security programmes, structures, culture, ethics and 
behaviours have been institutionalised within  
the business.
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Figure 1—Mapping Kotter’s Eight-stage Process for Creating 
Major Change to Information Security Initiatives

Kotter’s Stage Key Information Security Initiatives

1 Establish a sense 
of urgency.

•  Identify key internal stakeholders in  
the organisation.

•  Give presentations; have face-to-face 
discussions; and link information security 
with market demands, regulatory 
guidelines and legislations. 

•  Develop sound business cases to support 
information security initiatives.

2 Form a guiding 
coalition.

•  Nominate information security champions 
who have the energy and time to 
champion information security as focus 
groups in each business unit and at  
all branches. 

•  Hold periodic brainstorming meetings to 
review information security matters.

3 Create a vision and 
strategy.

•  Develop an information security strategy 
with a clear vision and mission statement. 

•  Identify key strategic objectives.

4 Communicate the 
vision and strategy.

•  Share the vision and strategy with the 
business units. 

•  Develop an effective information security 
strategy awareness programme.

5 Empower 
employees to act 
on the vision and 
strategy.

•  Reorganise information security 
department and reporting lines.

•  Create IT control policies, procedures and 
frameworks. 

•  Educate employees on information 
security. 

•  Introduce secure technologies that 
enhance IT controls, i.e., prevention, 
monitoring and detection of information 
security incidents.

6 Plan and create 
short-term wins.

•  Identify quick wins that can be felt by the 
business in the shortest time possible.

•  Establish and evaluate performance 
metrics, i.e., key goal indicators (KGIs), 
key performance indicators (KPIs). 

7 Consolidate 
improvements 
and produce more 
change.

•  Establish information security 
performance monitoring and evaluation.

•  Establish a continuous process 
improvement life cycle.

8 Institutionalise new 
approaches.

•  Ensure that culture, ethics and behaviour 
of the entire organisation is supportive of 
information security initiatives.

•  Ensure that information security risk 
assessment forms a critical component of 
decision-making processes.

•  Include information security metrics in 
employee performance evaluations.

8.  Institutionalise new approaches. Institutionalising new 
approaches to information security means that you must 
anchor information security changes into an organisation’s 
culture and ethics. Unless new behaviours are rooted in 
the social norms and shared values of the organisation, 
stakeholders may be subject to falling back to old 
behaviours. Ensure that succession arrangements have been 
put in place for the coalition team formed in step two. 
Figure 1 provides a mapping of Kotter’s eight-stage process 

and key information security initiatives at each stage. 

CONCLUSION
The key responsibility of a new information security manager 
is to lead change and transformation in information security 
within an organisation. Unless the change management 
approach is structured to fit the needs of the organisation, it 
is bound to fail. Kotter’s eight steps to leading change can be 
utilised to guide the adoption of information security in an 
organisation that has a non-existent or ad hoc information 
security maturity level.
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management and information security policies and 
procedures in the Knowledge Center.

www.isaca.org/knowledgecenter
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Service resilience has gained a lot of importance 
in recent years. A resilient service is one that 
is capable of withstanding major and minor 
disruptions caused by natural and man-made 
sources. Service resiliency is best ensured before 
any change is put live in the service. Hence, the 
assessment and management of IT operations and 
service delivery risk during the project life cycle 
assumes a great deal of importance. Designing and 
implementing an IT operations and service delivery 
risk assessment process can be embedded in the 
systems delivery life cycle (SDLC).

IT risk is the business risk associated with the 
use, ownership, operation, involvement, influence 
and adoption of IT within an enterprise. It is 
categorised into: 
• IT benefit/value enablement risk
• IT programme and project delivery risk 
• IT operations and service delivery risk 

The third category of risk is focused on here. 
IT operations and service delivery risk is the risk 
associated with all aspects of the performance of IT 
systems and services, which can bring destruction 
or reduction of value to an enterprise.1 An example 
of such risk is a critical service that is live without 
adequate disaster recovery (DR) provisions. For 
day-to-day IT operations, the assessment and 
management of this category of risk is vital, as this 
category of risk has the most visible impact on the 
end user.

IT operations and service delivery risk could be 
understood as a stack comprised of three layers:
1.  Existing IT operations and service delivery 

risk—This is existing risk in the live 
environment. It could also include residual 
risk already accepted by the enterprise. Most 
organisations have remedial programmes in 
place to handle this layer.

2.  IT operations and service delivery risk caused 
by environmental changes—This layer of risk 
includes the risk introduced due to changes in 
environmental/external factors. For example, 
if a vendor declares a particular version of an 

operating system out of support, new risk is 
introduced to the existing risk profile of the 
services that have unsupported versions of the 
operating system.

3.  IT operations and service delivery risk 
introduced by the projects—Projects 
continuously change existing solutions, or add 
new solutions to the existing services or create 
new services. New risk is introduced through 
the projects/programmes going live with 
unmanaged or misunderstood risk.
In large, complex IT organisations, 

understanding the risk and impact of individual 
IT projects can add real value to decision makers 
and strategic IT thinkers. IT operations are 
constantly in a state of change and a simple error 
or an aggregated thematic issue from IT projects 
can destabilise critical systems and applications. 
Some recommendations based on experiences in 
a global and complex IT environment serving one 
of the world’s largest financial institutions are 
described here. 

KEY RISK CATEGORIES TO BE MANAGED
While the risk process employed for managing 
the IT operational and service delivery risk is 
the focus here, a brief summary of the key risk 
categories assessed through the risk process gives 
context to the risk process:
• Failure of infrastructure and application resulting 

in disruptions and nonavailability of IT systems
• Inadequate business continuity planning (BCP) 

and DR, resulting in the inability to support 
business and operations and, ultimately, 
resulting in losses

• Failure to follow defined change incident 
or problem management processes, for 
example, resulting in service disruptions and 
nonavailability

• Failure to engage with service management and 
put service documents in place, resulting in no 
or inadequate support for users
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• Unresolved security issues introduced into the production 
environment, resulting in compromised security 

• Failure to apply standard logical access management 
controls, resulting in unauthorised access and losses
This is not an exhaustive list. The controls to be validated 

with an IT operational risk assessment process should be 
derived from the organisation’s risk and control framework. 
Sample control questions that relate to the risk of inadequate 
BCP and DR resulting in the inability to support business  
and operations and, ultimately, resulting in losses are 
illustrated in figure 1. 

A generic risk and control questionnaire is seldom found to 
be useful for such assessment. Thus, the organisation should 
prepare its own IT operational checklist, which should be 
derived from its risk and control framework.

KEY SUCCESS FACTORS
Based on the experience of running a similar process in a very 
large and complex financial institution, the following essential 
ingredients of an effective and efficient IT operational risk 
assessment process have been identified. At the end of each 
success factor, a practical tip is provided that can help put 
each idea into practice. The tips are summarised in figure 2.

Align a Project Risk Process With the Needs of the Business
Aligning the size and scope of the IT operation with the risk 
appetite of its leadership is a vital first step. Establishing those 
appetites through effective stakeholder management creates a 
baseline for a project risk process to be built. In a complex IT 
operation impacted by more than 1,000 projects per year, an 
assessment model run and driven by the IT risk and security 

Figure 1—Sample Control Questions

No. Control Question

Control Response
(Yes/No) 

In case of a no answer, please 
prepare an action plan.

Risk :  Inadequate BCP and DR resulting in inability to support business and operations and, ultimately, resulting in losses

1 Will the proposed solution to be implemented by the project automate a new business process or introduce a 
new service?

2 If yes to question 1, has the business sponsor conducted a business impact analysis (BIA) and provided the 
criticality rating to the project?

3 If the project is implementing a high or medium criticality rating business process/service, has the project 
provided a DR environment?

4 Does the DR environment exactly replicate the production environment in all respects? Does the DR 
environment exactly replicate 100 percent of the production environment in terms of capacity and 
performance?

5 Has the DR environment been secured with the same level of security as the production environment?

6 Has the DR environment been certified as fit-for-use by the security team?

7 Has the project prepared a DR plan or updated an existing DR plan?

8 Does the DR plan cover all processes and procedures required to activate the DR site?

9 Has the DR solution been tested successfully by the project?

10 Has the project been able to demonstrate successful achievement of recovery time objectives (RTOs) and 
recovery point objectives (RPOs) during the DR test?

11 Have the business process owners and operational team participated in DR testing and approved the results? 

12 Have the DR environment, DR plan and DR test results been handed over to the central DR team for 
continued maintenance?

13 Has the business sponsor updated the business continuity plan to reflect the changes in the business 
process introduced by the automation/project?

Source:  Copley and Parekh. Reprinted with permission.
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function will not sustain itself. In this type of situation, a 
self-assessment method should be employed, but with clear 
process ownership (IT risk and security) aligned to process 
execution accountability and risk ownership (project and 
programme leads handing in to the IT operations functions).

Idea in practice:  The IT operational risk assessment 
should be a self-assessment undertaken by the project 
manager. Any unmitigated risk, in line with the risk appetite 
set by the business head, should be accepted by the service 
managers responsible for live service. 

Make Assessing Risk Part of a Standardised and  
Mandated SDLC
A stand-alone operational risk assessment for IT projects 
runs into compliance and ownership issues if it is not part 
of a standard SDLC. An IT risk function can spend valuable 
time attempting to influence a huge project and operations 
community to be good corporate citizens, rather than 
establishing a developmental standard via a mandated SDLC 
from the very beginning. Embedding a project risk assessment 
within a standardised SLDC framework means the IT risk 
function can put more effort into supporting the quality of input 
and output, rather than persuading projects to be compliant.

Idea in practice:  The completion of an IT operational 
and service delivery risk self-assessment process should be 
checked as a part of the stage-gate process in the SDLC. 
Remember, adherence to a self-assessment process would be 
as strong as the organisation’s SDLC compliance. 

Use Standard Risk Questions Combined With a  
Scoping Mechanism
An early issue when implementing an IT project risk 
assessment is that project leads do not understand how to 
complete the assessment and become concerned that the 
scope of the assessment does not take into account the 
particulars of their development. To combat this, the creation 
of a set of standard control-related questions aligned to the 
IT operations risk and control framework can be employed. 
A scoping mechanism that expands and contracts the size of 
assessments depending on development activity can also be 
developed to create a process that helps understanding and 
creates specific assessments.

Idea in practice:  It would be a good idea to use a standard 
questionnaire for the self-assessment. Any questionnaire  
 

should be reviewed by the sample stakeholders, including 
the service managers and project managers. Piloting new 
questionnaires on select projects can help sharpen the focus.

Figure 2—IT Operational Risk Process Recommendations

•  Embed the process within the enterprise SDLC.
• Use a self-assessment process.
• Use as enterprise-wide tool set.
• Devise a robust exception-handling process.
• Keep it simple and easy.
• Base the risk area to be assessed on the nature of the project.

Source:  Copley and Parekh. Reprinted with permission.

Build Trust Relationships and Establish Specific Roles
In a complex, global IT operation, a self-assessment process 
will work more effectively if all stakeholders and actors 
know their role. Projects having accountability to perform 
assessments and present their final risk profile to their 
operations counterparts for approval being a key element. In 
an IT SDLC, it is also beneficial for the owners of individual 
processes (e.g., enterprise design, architects, designers, testing 
teams, the IT risk and security functions) to understand how 
their processes and methods overlap. This understanding 
leads to opportunities for streamlining, which, in turn, leads 
to life being made easier for a project team.

Idea in practice:  A Responsible, Accountable, Consulted 
and Informed (RACI) matrix embedded in the SDLC is 
handy to crystallise roles and responsibilities. Training and 
communication are keys to driving the sense of ownership 
among the project managers and service managers.

Employ Enterprise Tool Sets
If an IT project risk assessment is placed in an enterprise-wide 
tool set and used consistently across the technology estate, 
governance and compliance becomes simple and, in some 
cases, automatic. If an IT operation deploys a central SDLC 
governance reporting framework that scans the enterprise 
tool sets within the SDLC, business rules can be constructed 
that indicate when assessments are completed, submitted, 
approved or finalised. Compliance to SDLC processes and, in 
this case, the IT project risk assessment then becomes simple 
and almost binary in nature.

The other advantage of a consistent enterprise-wide tool 
set for IT project risk is that the mechanism can incorporate 
approvals and sign-offs that allow a project to be guided 
through the assessment.
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Idea in practice:  Microsoft Excel can jump-start any new 
initiative. As the process matures, standard risk assessment 
tools may be used for administering the entire process.

Make It Easy
IT control assessments can, by their very nature, be complex. 
In an agile project moving at full speed, complex control 
assessments will not fit easily. In this situation, an assessment 
will either not be completed regardless of consequence or 
the quality will be compromised. To avoid this and to build 
an assessment mechanism that can be used regardless of 
development methodology, it is crucial to use simple scoping 
mechanisms combined with easy-to-understand questions.

Idea in practice:  Deploying a very early, simple assessment 
question set can be used to determine the need for further 
assessment. If questions are weighted with impact, scoring 

a result can be presented and 
a project then completes or 
continues the assessment task. 
For projects moving to a wider 
risk assessment, the project 
can still scope out the size of 
the assessment. For example, 
if a project has no impact on 
current supplier arrangements 

or is not bringing in new suppliers, it should not be made to 
spend time on assessing supplier-related risk.

Have Consequences
While scoping, automating and easy question sets are 
favourable, there must always be a consequence to not 
completing or following the assessment process. For example, 
when a project gets to a final go/no-go decision and cannot 
evidence its final risk profile, what confidence does the change 
approval board have that the changes will be available, secure 
and operationally stable? It is recommended that a lack of 
evidenced risk assessment and sign-offs should be a hard stop 
to a release slot.

Idea in practice:  Tightening the controls around 
compliance to the process should be gradual. It helps to 
address resistance to change.
Report and Monitor Effectively
Finally, while the previously described recommendations can 
establish an effective IT operational and service delivery risk 
assessment across the IT organisation, the IT risk function 
must analyse inputs and outputs. Providing monthly, weekly 
or even daily monitoring of project risk profiles should be 
considered a standard offering of an IT risk function. Risk 
analysis through trending of common themes is very useful  
as projects can highlight issues with operational processes  
that could be slowing delivery or creating control gaps  
and weaknesses.

Idea in practice:  Monitoring compliance to this process in 
conjunction with an SDLC governance function allows the IT 
risk function to pinpoint issues with process understanding or 
examples of poor behaviours. 

CONCLUSION
IT projects introduce different operational and service delivery 
risk to live services. It is essential that such risk should be 
assessed and managed before the project goes live. This can 
be achieved only if there is a robust and sound IT operational 
and service delivery risk assessment process designed and 
implemented by the organisation. While the operational risk 
areas to be assessed by the process depend upon the IT risk and 
control framework of the organisation, there are certain essential 
ingredients to the process. A robust self-assessment process 
embedded within an SDLC process that includes effective 
adherence monitoring, supported by an enterprise-wide tool set, 
has proven successful in meeting the end objectives.

ENDNOTES
1  ISACA, COBIT® 5, USA, 2012, www.isaca.org/cobit
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ACROSS
1.  Term related to security emergency response originally coined 

in 1988
3.  Serious types of cyberattacks, abbr.
6.  ISACA’s Cybersecurity ___ program
9.  Approval (2 words)
10.  Starting a computer (2 words)
12.  Double agents
14.  Experimental area
15.  Pharmacy abbreviation
16.  Software security fix
19.  Pre-Windows system
21.  Bringing ruin (to)
22.  Certain doctrine or theory
24.  Mechanical devices whose operation may result in moral 

choices having to be made (goes with 11 down and then  
26 across)

26.  See 24 across
28.  General concept of uneducated and uncaring Internet users, 

abbr.
29.  Strategic Japanese game
30.  They may be hash or meta
31.  In checking data reliability, test these as one  

verification procedure
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www.themecrosswords.com

Crossword 
Puzzle
Crossword 
Puzzle

1 2 3 4 5 6 7 8

9

10 11 12 13

14

15 16 17 18 19 20

21 22 23

24 25 26 27

28 29

30 31 32 33

34

35 36 37 38 39

40 41 42

43 44

45

46 47

(Answers on page 58)

33.  Beginning to beat, when optimistic
35.  Corporate position with high information  

security responsibilities
37.  Slots into a pattern
39.  Multibillion-dollar sci-fi video game franchise
40.  Cut back
42.  Spoil
43.  Investigative journalist specializing in cybercrimes, Brian ____
44.  Individual responsible for the care and safekeeping of a system 

or building
45.  Erode, with into
46.  They are on daily lists
47.  Arrangement of items at equally spaced addresses in  

computer memory

DOWN
1.  Team of specialists in a company that will assemble and act if 

and when a security emergency occurs
2.  Malicious type of software (goes with 43 down)
4.  _____ hygiene, concept relating to security practices that should 

be followed by end users
5.  German ERP software company
6.  Relational database software originally developed in the 70s by 

National CSS Inc.
7.  Markup language that defines a set of rules for  

encoding documents
8.  Kind of analysis
11.  See 24 across
13.  Letters in a classified ad
17.  ___ premium (2 words)
18.  Centiliter, for short
20.  Postulated point at which humans and computers will merge
21.  Robots began in sci-__
23.  Block
25.  Words used in Internet promotions
26.  Include
27.  Burst of wind
28.  Graphics language, for short
32.  Taints a system with a virus
34.  Software that does predictive analytics
36.  Sphere
38.  Inventor of AC power
39.  Deceived
41.  Exploits
42.  Dartmouth College professor concerned with machine ethics 

and nanotechnology, James ___
43.  See 2 down
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CPE   Quiz
Prepared by Smita Totade, Ph.D., 

CISA, CISM, CGEIT, CRISC

RIFFAT ARTICLE

 1.  Post hoc ergo propter hoc is a logical fallacy in which 
conclusions are not derived entirely on the chronology 
of events but also by taking all of the related factors into 
consideration. 

 2.  The business problem/enhancement on hand, the suitability 
and practicality of solving the problem with a big data 
initiative, and the expected return on investment (ROI) should 
be explicitly documented, agreed upon and approved. 

VIRVILIS, SERRANO AND DANDURAND ARTICLE 

 3.  It is assumed that intrusion detection is decidable and,  
as such, algorithms are bound to produce the least number  
of decision errors. 

 4.  Although centralized detection may enable quicker responses 
to emerging threats, it offers limited benefits against APTs 
because in targeted attacks, the number of infections (usually a 
handful) is too low to raise an alarm. 

 5.  APTs make rare use of zero-day exploits or modify/obfuscate 
known ones and, thus, are not able to evade the majority of 
signature-based end points and network intrusion detection 
solutions. 

 6.  APT attacks are generally spread over a short period of time 
and, as a result, are often within the detection/correlation 
window of these systems. 

 7.  An approach focused on full-packet capture, deep-packet 
inspection and big data analytics that would enable the use 
of significantly more advanced algorithms for analysis and 
correlation, mitigating such evasion attempts, is preferable.  

 8.  The correlation of events across large timescales and from 
multiple sources is crucial for the detection of sophisticated 
attacks. 

 9.  Even when attackers manage to successfully evade traditional 
IDSs, rarely do they generate subtle attack indicators (attack 
metadata) while exploiting the network. 

YU ARTICLE

 10.  One of the key selling points of big data and the advent of 
cheap storage is to collect everything and throw away  
nothing. 

 11.  This anonymize-and-aggregate process does not require 
preprocessing and results in a finer resolution of data, which 
may be more useful and more protective of privacy. 

SCHAEFER, HOFMANN, LOOS AND FETTKE ARTICLE

 12.  Putting both the questionnaire and the FoR together, the 
CSEM, with its systematic, six-step approach, enables 
professionals to adequately address the often blurry topic 
of privacy and data security in the cloud according to an 
organization’s specific need.

SCHULTZ, RUEHLE AND GEHRKE ARTICLE 

 13.  Applying process mining techniques draws a complete and 
thorough picture of the process instead of a sample-based 
excerpt. 

 14.  Based on the full set of process instances executed throughout 
the period under audit, a complete process model is derived by 
applying common process-mining techniques.

 15.  FPM establishes a summarized and broad basis for process 
analysis, namely the end-to-end process-instance, excluding a 
direct link to the financial statements.

Quiz #156
Based on Volume 3, 2014 —Big Data
Value—1 Hour of CISA/CISM/CGEIT/CRISC Continuing Professional Education (CPE) Credit 
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__________________________________________________

Address ____________________________________________  

__________________________________________________  

__________________________________________________  
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9.___________

YU ARTICLE
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11.__________
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SCHULTZ, RUEHLE AND 
GEHRKE ARTICLE
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ISACA MEMBER AND CERTIFICATION HOLDER COMPLIANCE
The specialised nature of information systems (IS) audit and assurance and the skills necessary to perform such engagements require standards that 
apply specifically to IS audit and assurance. The development and dissemination of the IS audit and assurance standards are a cornerstone of the 
ISACA® professional contribution to the audit community. 

IS audit and assurance standards define mandatory requirements for IS auditing. They report and inform:
n  IS audit and assurance professionals of the minimum level of acceptable performance required to meet the professional responsibilities set out in the 

ISACA Code of Professional Ethics
n  Management and other interested parties of the profession’s expectations concerning the work of practitioners 
n  Holders of the Certified Information Systems Auditor® (CISA®) designation of requirements. Failure to comply with these standards may result in an 

investigation into the CISA holder’s conduct by the ISACA Board of Directors or appropriate committee and, ultimately, in disciplinary action.

ITAF TM, 3rd Edition (www.isaca.org/itaf) provides a framework for multiple levels of guidance:
n IS Audit and Assurance Standards
 –   The standards are divided into three categories:
 –  General standards (1000 series)—Are the guiding principles under which the IS assurance profession operates. They apply to the conduct of 

all assignments, and deal with the IS audit and assurance professional’s ethics, independence, objectivity and due care as well as knowledge, 
competency and skill.

 –  Performance standards (1200 series)—Deal with the conduct of the assignment, such as planning and supervision, scoping, risk and materiality, 
resource mobilisation, supervision and assignment management, audit and assurance evidence, and the exercising of professional judgement and 
due care

 –  Reporting standards (1400 series)—Address the types of reports, means of communication and the information communicated
n  IS Audit and Assurance 
  The guidelines are designed to directly support the standards and help practitioners achieve alignment with the standards. They follow the same 

categorisation as the standards (also divided into three categories):
 –  General guidelines (2000 series)
 –  Performance guidelines (2200 series)
 –  Reporting guidelines (2400 series)
n  IS Audit and Assurance Tools and Techniques
 –  These documents provide additional guidance for IS audit and assurance professionals and consist, among other things, of white papers, IS audit/

assurance programmes, reference books, and the COBIT® 5 family of products. Tools and techniques are listed under www.isaca.org/itaf

An online glossary of terms used in ITAF is provided at www.isaca.org/glossary.

Disclaimer:  ISACA has designed this guidance as the minimum level of acceptable performance required to meet the professional responsibilities set 
out in the ISACA Code of Professional Ethics. ISACA makes no claim that use of this product will assure a successful outcome. The publication should 
not be considered inclusive of any proper procedures and tests or exclusive of other procedures and tests that are reasonably directed to obtaining the 
same results. In determining the propriety of any specific procedure or test, the control professionals should apply their own professional judgement to 
the specific control circumstances presented by the particular systems or IS environment.

IS Audit and Assurance Standards

The titles of issued standards documents are listed as follows:

General
1001 Audit Charter
1002 Organisational Independence
1003 Professional Independence
1004 Reasonable Expectation
1005 Due Professional Care
1006 Proficiency
1007 Assertions
1008 Criteria

Performance
1201 Engagement Planning 
1202 Risk Assessment in Planning
1203 Performance and Supervision
1204 Materiality
1205 Evidence
1206 Using the Work of Other Experts
1207 Irregularity and Illegal Acts

Reporting
1401 Reporting
1402 Follow-up Activities

IS Audit and Assurance Guidelines

Please note that the new guidelines are  effective 1 September 2014. 

General
2001 Audit Charter 
2002 Organisational Independence 
2003 Professional Independence 
2004 Reasonable Expectation
2005 Due Professional Care
2006 Proficiency 
2007 Assertions
2008 Criteria

Performance
2201 Engagement Planning 
2202 Risk Assessment in Planning 
2203 Performance and Supervision 
2204 Materiality 
2205 Evidence
2206 Using the Work of other Experts 
2207 Irregularity and Illegal Acts 
2208 Sampling

Reporting
2401 Reporting 
2402 Follow-up Activities 

Standards

Tools and Techniques
Guidelines

The ISACA Professional Standards and Career Management Committee (PSCMC) is dedicated to ensuring wide consultation in the preparation of 
ITAF standards and guidelines. Prior to issuing any document, an exposure draft is issued internationally for general public comment. 

Comments may also be submitted to the attention of the Director of Professional Standards Development via email (standards@isaca.org); fax 
(+1.847. 253.1443) or postal mail (ISACA International Headquarters, 3701 Algonquin Road, Suite 1010, Rolling Meadows, IL 60008-3105, USA).

Links to current and exposed ISACA Standards, Guidelines, and Tools and Techniques are posted at www.isaca.org/standards.
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Using Social Media for Global Security
Available in print – 106WUS
Member:  $40.00 Nonmember:  $50.00

Auditing Cloud Computing:  A Security and Privacy Guide
Available in print – 107ACC
Member:  $65.00 Nonmember:  $75.00

Penetration Tester’s Open Source Toolkit, 3rd Edition
Available in print – 11SYN
Member:  $50.00   Nonmember:  $60.00

FISMA and the Risk Management Framework  
Available in print – 13SYN
Member:  $70.00 Nonmember:  $80.00

SECURE —Insights From the People Who Keep Information Safe
Available in print – 3EA  
Member:  $13.00 Nonmember:  $23.00

NEW BOOKS

FEATURED BOOKS

Controls and Assurance in the Cloud:  
Using COBIT 5*
Complimentary eBook available to Members only.
Available in print – CB5CA and eBook WCB5CA
Member:  $35.00  Nonmember:  $60.00

Essential Information Security
Available in print – 14VH
Member:  $55.00   Nonmember:  $65.00

CISM Review Manual 2014*
Available in print only – CM14 
Member:  $85.00 Nonmember:  $115.00

Advanced Persistent Threats:  How to Manage 
the Risk to your Business*
Complimentary eBook available to Members only.
Available in print – APT and eBook WAPT
Member :  $35.00 Nonmember:  $60.00 

The Tangled Web—A Guide to Securing 
Modern Web Applications
Available in print – 2CSTW
Member:  $50.00 Nonmember:  $60.00

COBIT 5 for Assurance*
Available in print – CB5A and eBook WCB5A
Print – Member:  $35.00 Nonmember:  $80.00
eBook – Member:  $35.00 Nonmember:  $75.00



New/Featured Books

Penetration Tester’s Open 
Source Toolkit, 3rd Edition 
by Jeremy Faircloth

Great commercial penetration testing 
tools can be very expensive and 
sometimes hard to use or of questionable 
accuracy. This book helps solve both of these problems. The 
open source, no-cost penetration testing tools presented 
do a great job and can be modified by the user for each 
situation. Many tools, even ones that cost thousands of 
dollars, do not come with any type of instruction on how and 
in which situations the penetration tester can best use them. 
Penetration Tester’s Open Source Toolkit, 3rd Edition, expands 
upon existing instructions so that a professional can get the 
most accurate and in-depth test results possible. Real-life 
scenarios are a major focus so that the reader knows which 
tool to use and how to use it for a variety  
of situations.

Available in print – 11SYN
Member:  $50.00   Nonmember:  $60.00

FISMA and the Risk 
Management Framework 
by Philpott Gantz

If you are responsible for meeting federal 
information security requirements such as 
FISMA, this book is all you need to know 
to get a system authorized. Now in the first full revision of 
FISMA since its inception in 2002, a new wave of stronger 
security measures are now available through the efforts 
of the Department of Defense, Office of the Directory of 
National Intelligence, Committee for National Security 
Systems and the National Institute of Standards  
and Technology.

Available in print – 13SYN
Member:  $70.00   Nonmember:  $80.00

Using Social Media for 
Global Security 
by Ravi Gupta, Hugh Brooks

Essential reading for cybersecurity 
professionals, security analysts, policy 
experts, decision-makers, activists, and  
law enforcement!

During the Arab Spring movements, the world witnessed 
the power of social media to dramatically shape events. 
Now this timely book shows government decision-makers, 
security analysts, and activists how to use the social world 
to improve security locally, nationally, and globally—and 
cost-effectively. Authored by two technology/behavior/
security professionals, Using Social Media for Global 
Security offers pages of instruction and detail on  
cutting-edge social media technologies, analyzing social 
media data, and building crowdsourcing platforms.

Available in print – 106WUS
Member:  $40.00  Nonmember:  $50.00

Auditing Cloud Computing:   
A Security and Privacy Guide  
by Ben Halpert

The auditor’s guide to ensuring correct 
security and privacy practices in a cloud 
computing environment

Many organizations are reporting or projecting a significant 
cost savings through the use of cloud computing-utilizing 
shared computing resources to provide ubiquitous access 
for organizations and end users. Just as many organizations, 
however, are expressing concern with security and privacy 
issues for their organization’s data in the “cloud.” Auditing 
Cloud Computing provides necessary guidance to build a 
proper audit to ensure operational integrity and customer 
data protection, among other aspects, are addressed for 
cloud based resources.

Available in print – 107ACC
Member:  $65.00   Nonmember:  $75.00

NEW BOOKS
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New/Featured Books

SECURE—Insights From the 
People Who Keep  
Information Safe  
by Mary Lou Heastings

From across different industries both 
practitioners and IT providers share their 
views on a variety of topics, such as the acceleration of 
change within the information security industry, preparation 
for the future, the important discussions to have with senior 
management, and data protection. By showcasing insights 
from leaders deploying information security initiatives and 
the IT providers supporting security strategies, this book 
offers the reader a broad based perspective of what is top of 
mind today in information security

Available in print - 3EA    
Member:  $13.00   Nonmember:  $23.00

Controls and Assurance in the 
Cloud: Using COBIT 5*
by ISACA

This book provides practical guidance for 
enterprises using or considering using cloud 
computing. It identifies related risk and 
controls, and provides a governance and control framework 
based on COBIT 5, and an audit program using COBIT 5 
for Assurance. This information can assist enterprises in 
assessing the risk and potential value of cloud investments 
and determine whether the risk is within the acceptable 
level. In addition, it provides a list of available publications 
and resources that can help determine if cloud computing is 
the appropriate solution for data and processes in scope.

Complimentary eBook available to Members only.
Available in print – CB5CA and eBook WCB5CA
Member: $35.00  Nonmember: $60.00

Essential Information Security 
by John Wieland & Cathy Pitt

This book provides a first introduction into 
the field of Information security. Information 
security is about preserving your data, 
keeping private data private, making sure 
only the people who are authorized have access to the data, 
making sure your data is always there, always the way you 
left it, keeping your secrets secret, making sure you trust 
your sources, and comply with government and industry 
regulations and standards. It is about managing your risks 
and keeping the business going when it all goes south.

Available in print – 14VH 
Member:  $55.00   Nonmember:  $65.00

CISM Review Manual 2014*
by ISACA

The CISM® Review Manual 2014 is a 
comprehensive reference guide designed 
to assist individuals in preparing for the 
CISM exam and individuals who wish to 
understand the roles and responsibilities 
of an information security manager. The 
manual has been continually enhanced over the past ten 
editions and is a current, comprehensive, peer-reviewed 
information security management global resource.
The 2014 edition assists candidates study and understands 
essential concepts in the following job practice areas: 
• Information Security Governance 
• Information Risk Management and Compliance 
•  Information Security Program Development  

and Management 
•  Information Security Incident Management

Available in print – CM14
Member:  $85.00   Nonmember $115.00
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New/Featured Books

COBIT 5 for Assurance*
by ISACA

With information and technology at the heart 
of creating value for enterprises, it is more 
important than ever for organizations to 
optimize their IT assurance approach in order 
to effectively identify related risks and opportunities. 

Created with today’s increasingly complex business and 
technology landscape in mind, COBIT 5 for Assurance can be 
used for many different purposes including: 
•  Obtaining a view (based on COBIT 5 concepts such as the 

enablers) on current good practices on assurance 
•  Learning how to use different COBIT 5 components and 

related concepts for planning, scoping, executing and 
reporting on various types of IT assurance initiatives 

•  Obtaining a view of the extent to which the value 
objective of the enterprise-delivering benefits while 
optimizing risk and resource use-is achieved

Available in print – CB5A and eBook WCB5A
Print – Member:  $35.00   Nonmember:  $80.00
eBook – Member:  $35.00 Nonmember:  $75.00

Advanced Persistent Threats:  
How to Manage the Risk to Your 
Business*
by ISACA

This book explains the nature of the security 
phenomenon known as the advanced persistent threat 
(APT). It also provides helpful advice on how to assess the 
risk of an APT to the organization and recommends practical 
measures that can be taken to prevent, detect and respond 
to such an attack. In addition, it highlights key differences 
between the controls needed to counter the risk of an APT 
attack and those commonly used to mitigate everyday 
information security risk. 
Complimentary eBook available to Members only.

Available in print – APT and eBook WAPT
Member : $35.00  Nonmember: $60.00

The Tangled Web—A Guide 
to Securing Modern Web 
Applications   
by Michal Zalewski

Modern web applications are built on a 
tangle of technologies that have been developed over time 
and then haphazardly pieced together. Every piece of the 
web application stack, from HTTP requests to browser-
side scripts, comes with important yet subtle security 
consequences. To keep users safe, it is essential for 
developers to confidently navigate this landscape. 

In The Tangled Web, Michal Zalewski, one of the world’s 
top browser security experts, offers a compelling narrative 
that explains exactly how browsers work and why they’re 
fundamentally insecure. Rather than dispense simplistic 
advice on vulnerabilities, Zalewski examines the entire 
browser security model, revealing weak points and providing 
crucial information for shoring up web application security. 

Available in print – 2CSTW   
Member:  $50.00   Nonmember:  $60.00

FEATURED BOOKS (cont.)
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COBIT 5 represents a new approach to aligning IT goals with strategic business objectives at every level and 

every position. COBIT 5 empowers you to take your organization to new heights.  Learn how COBIT 5 can 

transform your enterprise at www.isaca.org/cobit.

The power of COBIT 5
is in the breadth of tools, resources, guidance and outcomes. The value is in  
how it applies to your profession. Learn more at COBITonline.isaca.org.  



Gain powerful insights from today’s thought leaders
who advise world leaders:

OPENING KEYNOTE SPEAKER 
Curtis Levinson, US Cyber Defense Advisor to NATO
Mr. Levinson’s keynote address—Connect with the Nexus of Security, 
Cybersecurity and  Risk Expertise—touches on the potential impacts 
of the coordinated approach to cyber defense adopted by allies to the 
North Atlantic Treaty Organization (NATO). Gain his uniquely privileged 
insights on how these enhanced cyber defense capabilities could better protect 
partner countries, international organizations and your enterprise against 
the growing daily threat of cyber attacks from around the world.

CLOSING KEYNOTE SPEAKER 
Alec Ross, Author and Sr. Advisor to then Secretary of State Hillary Clinton
In his not-to-be-missed closing keynote address—Cyber Crime & Cyber War—
Your Industry on the Battlefield—you can gain his unique perspectives on:
 • How the weaponization of code has turned the Internet into a battlefield
 • How to identify and respond to cyberthreats that have the potential 
  to cost businesses billions of dollars
 •  The best strategies to keep your enterprise out of the gun-sights of 
  hackers and other cyber predators

Join us at:
ISACA’S NORTH AMERICA ISRM CONFERENCE 2014
19–21 NOVEMBER •  LAS VEGAS, NEVADA, USA

Register today at www.isaca.org/ISRM2014jv5 

The Nexus of 
Security, Cybersecurity 
and Risk Expertise
 NORTH AMERICA
ISRM 2014
 19 – 21 NOVEMBER •  LAS VEGAS, NEVADA, USA 


